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1. Discovering FreeBSD

The book is designed for the new user and new system administrator of FreeBSD, This was written
to help those who have no real UNIX background easily get started using FreeBSD. No matter what
application, whether as a desktop system, or installed as a Internet server, FreeBSD has the power
and the flexibility required to meet even the most demanding situations. FreeBSD, however,
requires more of an administrative approach than most over-the-counter operating systems. Y et,
because of this approach, FreeBSD requires less administration per functionality than Windows 95
and certainly several other operating systems. Given the correct approach, managing a FreeBSD
system is simple and can be quite fun.

Even if you are just using FreeBSD as a desktop machine, it has the full power of a server and you
are the new system administrator. Its hard to imagine yourself asa*‘ system administrator’” on a
single Win95 machine, but technically it is a system, and you do administrate it. The reason it
seems odd to call yourself a system administrator is because only one person can use a Win95
computer at atime.

FreeBSD isamulti-user system: Several people can access the same computer at the same time.



Thisincludes more than the ‘*File Serving'’ capabilities of WinNT and Novell Servers. The users
connected to the FreeBSD machine have access all their normal functionality as though they were
actualy at the server console. Users can even interact if they choose. FreeBSD also gives you much
more control over the system than DOS or Windows 95. Y ou have the ability to modify system
parameters ‘‘live’’, not just edit the configuration file and have the changes take affect after you
have rebooted. For example, you can change the IP address of your machine and then test
immediately to seeif it isworking. You don’t have to wait 5 minutes for your computer to reboot to
see if achange has worked.

More and more as the Internet becomes a part of our lives and shapes the way we do business,
companies and individuals are looking for economical ways of enhancing their abilities.
Companies, in particular, are now in the position of providing Internet and intranet servicesto
attract customers and improve business processes. At the same time, although hardware costs are
coming down, software and support costs are steadily increasing. For the individual, the Internet is
an entrepreneur’ s paradise. However, as they start up, they have to find inexpensive ways to
provide the same range of services as large businesses on a budget that barely permits purchasing
the hardware.

In asense, UNIX isthe touchstone of the Internet. There is now a strong emphasis on the standard
protocols of the Internet---TCP/IP, DNS, HTTP, FTP, SMTP, POP3, IMAP, and the rest of the
alphabet soup--- and most of those standards were developed or refined on the UNIX operating
system. FreeBSD addresses both issues: It’ s based on one of the standards of the UNIX world, BSD
4.4, optimized for common, inexpensive Intel-based hardware, and (as the name implies) it's free.
Internet protocols are some of the strongest and most reliable features of FreeBSD. FreeBSD has
many powerful WWW, DNS, and E-mail servers available. It also has awide variety of TCP/IP
related software available.
FreeBSD has may practical applications:
® Server Applications
O Run a"turnkey" WWW server.
O Handle Internet E-Mail(including Pop3 E-Mail and IMAP protocols).
Domain Name Service.

Allow dial-up access to the Internet through PPP.

Allow Windows 3.x and Win95 users to map network drives and share server resources.

Be an Internet firewall or gateway.
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O Act asanetwork router.
(0]

O Network file sharing with a Novell server.
(0]

Translate network addresses, allowing you to conserve your registered | P addresses.



O An affordable UNIX X Window Workstation.
O Run awiderange of FreeBSD Desktop applications:
® Word Processing
B Spreadsheets
B Database processing
B Personal finance
B Multi-media
® Video conferencing
O Run applications from other platforms:
W Linux
B BSDi
m SCO
B Windows 3.1/DOS
B Windows 95/NT
O Provide security control for asingle user.

® Plus, lots of other company specific applications.

2. Wherethelnformation is Stored online

Information about FreeBSD is available from several sources. Most of the documentation is on-line,
in awide variety of formats.

Internet Web Stes:

There are alot of good web sites out there on FreeBSD. The simplest method to find information is
to start with the Official FreeBSD web sites.

® http://www.freebsd.org/ (Official Site)
® http://www.freebsd.org/handbook.handbook.html (FreeBSD Handbook)
® http://www.freebsd.org/FAQ/FAQ.html (FreeBSD FAQ)

® http://www.de.freebsd.org/de/cgi/man.cgi/ (FreeBSD manual pages)



The above are part of the ongoing FreeBSD Documentation Project, which includes tutorials
written by FreeBSD experts, and references to useful books.

There are also alot of other web pages out there that have to do with FreeBSD and UNIX in
General.

® http://www.ugu.org(Unix Guru Universe)
The people at freebsd.org also provide awide variety of mailing lists to talk about FreeBSD, report
bugs, ask gquestions, keep you up to date on developments, and so on-- all the support you could
want, and you don’t have to pay anybody $195/hour. Y ou can find out more about these at
http://www.freebsd.org/support.html
CD-ROM:
Most of the Documentation is also available on the Installation CD-ROM, and can be accessed
through DOS or Windows. It might be a good ideato look at the online documentation, and if you
anticipate problems, print off the appropriate sections before trying to install FreeBSD.
Documentation, in limited forms, is available during installation.
Your system:
On your system you can find the most documentation. Including:

® A full set of manual pages.

® The FreeBSD Handbook and FAQ in HTML format. You will find thesein/ usr/ shar e/ doc.
They can be viewed with Netscape or Lynx.

® Examplesincluded with the operating system.

3. General Guiddinesfor FreeBSD

Unix is case-sensitive.

FreeBSD treats uppercase and lowercase versions of aword as different words. Operating systems
such as DOS and Windows 95 don’t care if you use capital lettersin filenames, or passwords. To
those operating systems, FileName, filename and FiLeENAmME are all the same. In FreeBSD thisis
NOT true.

Keep the Caps Lock key off, amost everything isin lowercase.

E-mail meif you have any suggestions for this section. | am looking for things that you would have
liked to have known about FreeBSD when you first started.

4. FreeBSD Mailing Lists

A mailing list is an easy way for a group of people to keep in contact about a specific topic. Once



you have subscribed to a particular mailing list, you will receive a copy of al the e-mail sent to that
list. Y ou will see peopl€’ s questions as well as the answers. FreeBSD has severa mailing lists
designed to help people with their questions, to report problems, and to announce new releases.

Sending a question to the appropriate mailing list is an easy way to get afast, correct answer.
Responses come back usually in a couple of hours, but may take just minutes if someone knows the
answer and responds immediately. Y ou will not only get answers---you'’ || get solutions to your
problems, because the participants on the list have often had the same experience, and a few of
them were probably involved in writing the software in question.

Before you post a question, however, you will want to search the mailing list archives and read the
on-line documentation mentioned previously. If you can’t find what you are looking for in the
documentation, pick the right list, and send the e-mail.

There are several lists available to open subscription. Y ou will probably want to subscribe only to
the lists you are actually going to use, and then just send letters to the other lists as the need arises.
Otherwise, your message traffic will be unbearable.

Y ou should avoid ** cross-posting’’; that is, posting the same question to more than one list. Many
of the people who receive your e-mail are members of several lists, and if you cross-post, they’ |l
see your message several times. Pick the list you think the message should go to, and if it'swrong,
you will be told, and your message will probably get forwarded for you.

Most likely you will start out subscribing to thef r eebsd- quest i ons List. All questions pertaining
to how to use and run FreeBSD belong on thislist.

When writing to the mailing list about a problem, try to include as much information as possible
about the system you are using, such as:

® Theversion of FreeBSD you are using.

® Amount of RAM installed

® Hard drive type and size.

® Hardware make and model,

® All other computer configuration stuff related to the problem.

® [nclude all error messages exactly as they appear.

Note:

Also mention that you have searched the online documentation, and specify which
documentation, because they may be able to direct you to something that you haven't
looked at yet.

5. Subscribing To A Mailing List




Hereisalist of available FreeBSD mailing lists. Thisisonly a partial list, intended to get you
started. Thislist changes as new lists are created to keep track of the development of FreeBSD.

When subscribing to amailing list, there are two addresses to be aware of. The subscription address
and the distribution address. The subscription address is the address where you send an e-mail to
become part of the list. The subscription address for all FreeBSD listsis the same:
majordomo@freebsd.org. ‘* majordomo@freebsd.org’’ is an automated mailing list manager. He
only understands requests that are specially formatted, such assubscri be, unsubscri be, and
hel p.

Each FreeBSD mailing list hasit’'s own distribution address. This is the address that you send
e-mail to if you want people to read it. Each member of the list receives a copy of the e-mail that
you send to it’ s distribution address. Do not send subscri be, Or unsubscri be commandsto
distribution addresses.

® freebsd-newbies@freebsd.org

® freebsd-questions@freebsd.org

® freebsd-isp@freebsd.org

® freebsd-current@freebsd.org

freebsd-bugs@freebsd.org
® freebsd-chat@freebsd.org
® freebsd-announce@freebsd.org
® freebsd-stable@freebsd.org
® Plusseveral other mailing lists.
To subscribe to amailing list, send an e-mail message to majordomo@freebsd.org

In the body of the message type:

subscri be freebsd-questions
subscri be freebsd-announce

END

The above example will add your name to the freebsd-questions and the freebsd-announce mailing
lists. Mgjordomo will send you a confirmation notice that you have been added to the mailing list,
and shortly thereafter you will begin receiving e-mail from the list.

The end command tells majordomo that you are done issuing requests. If you don’'t use end in your
e-mail to majordomo, it will try to parse anything else in the document, such as your name and
e-mail address, as arequest for it to do something.

As soon as majordomo receives your request to join amailing list, he will send you a confirmation
e-mail. Thise-mail will contain a special autorization code that you must re-send to majordomo. If



you do not send this authorization code back, you will not be added to the mailing list.

This protects you from being subscribed to a FreeBSD mailing list with out you wanting to. It also
prevents people with bogus accounts from subscribing.

6. Choosing a RELEASE to install

7. Getting A FreeBSD boot floppy from the Net.

8. Preparing Distribution Sets.

9. Using the Boot Floppy and Kernel Configuration
10. Installing FreeBSD with the boot floppy

11. Upgrading FreeBSD Versions

12. Post install Configuration

13. Adding Packages

14. Installing the Ports Collection.

6. Choosinga RELEASE toinstall

FreeBSD isawork in progress, continually developing and improving. A release is a stable
snapshot of the development process. It is given aversion number followed by -RELEASE. There
are several releases to choose from, each providing unique opportunities for stability and
innovation.

Currently there are three different lines of development.
® 2.1.X-STABLE

The development on this branch has all but stopped. Only security and bug fixes make it in to
this branch. The last verstion of this branch was FreeBSD-2.1.7.1-RELEASE. There will be
no more versions of this branch.

® 2.2 X-STABLE

This branch of development contains al of the stable, production ready applications and
improvements. Thisis not the newest technology, however it is rock-solid. The last version of
this branch was FreeBSD-2.2.6-RELEASE and it is available on CD-ROM. The next version
will come from this branch.

® 3.0.X-CURRENT
This branch iswhere all the devel opment takes place. As things are devel oped, tested and
proven to be stable, they are added to 2.2.X-STABLE. There has not be a stable version of
3.0-CURRENT released yet, however daily snapshots are available from current.freebsd.org

The three branches can be found in either **binary’’ (pre-compiled, ready to run) distributions, or as



“‘source’’ distributions.
® BINARY RELEASES:
O -RELEASE

Considered the most stable. Thisisthe Official Release. The 2.2.X-STABLE branchis
compiled, given a-RELEASE number and shipped out on CDROM. However this may
not be the most current, depending on the release date. Currently, the latest version is
FreeBSD-2.2.6-RELEASE.

O -SNAP

Thisisabinary release or "snapshot” of the -CURRENT or -STABLE version. It is not
always stable. SNAPs are also available on CD-ROM, and are only for those who wish
to easily track the state of FreeBSD’ s devel opment, and are open to experimentation.
-SNAP versions are available on adaily basis for all three branches of development.

® SOURCE RELEASES:
O -STABLE

Thisisthe most current and stable release. It isthe version that will become -RELEASE
when it totally solidifies and has al the projected upgrades completed to it. It may
however be incomplete in some areas depending on when you accessit. -STABLE is
also used to supply users who require absolute stability with minor bug fixesto a
particular -RELEASE. For example, if you have installed FreeBSD 2.2.5-RELEASE, all
of the bug fixes that have happened since the release date will be held in 2.2-STABLE
(RELENG_2 2).

O -CURRENT

Thisisthe most up to date version out there. It may or may not be stable depending on
which day you down load it. The parts of -CURRENT that are deemed stable get moved
to -STABLE. Thisiswhere the bleeding edge devel opments takes place, and for that
reason may not even be bootable depending on when you download it. Again, only
recommended for people with an insatiable curiosity and FreeBSD developers. If you
run -CURRENT you should be subcribed to the freebsd-current mailing list.

Note:

Source Releases require that you aready have FreeBSD installed and running. The
Source Releases are provided for upgrade, testing, and experimentation purposes. If
thisisyour first install, you will want to use the -REL EA SE distribution.

7. Getting A FreeBSD boot floppy from the
Net.



When a computer starts up it requires a certain amount of instructions to be able to start the
operating system. Thisiscalled ‘*booting’’ or ‘*boot-strapping’’ a computer. The ‘*boot’’ code
must be stored on a device that the computer considers bootable. In other words, there are set boot
devices that the computer checks for the code required to start the operating system.

The two main boot devices are the floppy drive and the hard disk. CD-ROM Drives and certain
network cards can also be configured as boot devices on some systems. Once the boot code finishes
initializing the computer, it loads the kernel. The kernel is the single most important part of
FreeBSD. The kernel establishes the link between the hardware and the software, it contains all the
device drivers, executes any programs, and controls all system resources.

FreeBSD has a floppy disk that contains this‘*boot’’ information, the kernel, and setup/install
utility. Thisis often referred to asa** boot floppy’’. The boot floppy is stored as adisk image, a
sector by sector copy of the contents of the floppy disk. The contents of each and every sector of
the disk is copied into the contents of a 1.44 Meg file, thus preserving the native FreeBSD
formatting and file structure. A conventional file by file copy of the disk would not preserve the
FreeBSD file system across platforms. When this disk image is transfered to afloppy disk, using a
low-level disk tool calledraw i te. exe, or f di mage. exe, it transforms the floppy disk from a
DOS-formatted disk, into a FreeBSD formatted, bootable installation floppy disk.

There are two ways to go about this, depending on which operating system you have most readily
available. DOS or UNIX.

Obtaining the File:

The easiest method of obtaining the file requires a Web-Browser such as Netscape, or a FTP client
such as NCFTP or WS-FTP and aformatted floppy disk. A 1.44M disk driveis required because

the disk images are 1.44Meg in size. Start your web browser or FTP client and open to:
ftp://ftp.freebsd. org/ pub/ FreeBSD

Remember!:

* (Caseisimportant!) FreeBSD recognizes the difference between Uppercase |etters
and Lowercase |etters and considers them as different from each other. Windows and
DOS systems don’t.

Boot Floppies are -REL EASE specific. Y ou need to know which version of FreeBSD you want to
install and change to the matching directory. All of the versions available for download will be
listed as adirectory. If you have trouble selecting a-RELEASE, see the section on Sel ecting a

- RELEASE to install. Onceyou have changed to appropriate -REL EASE directory, go to the
f1 oppi es directory. Click on theboot . f 1 p file and down load it to your computer.

Warning:

If any text appears on your screen, then it is not being downloaded to the harddisk, but
to your screen. Y ou will need to right-click on boot . f | p and select save |ink asin
order to save it to your computer. This happens mostly on Netscape.




Caution:

Do NOT Saveit to your Floppy Drive at this point! Save it to atemporary directory on
your hard disk or filesystem. Y ou will transfer it to the floppy later using a special
utitlity.

Caution:

If you are using FTP to download the floppy disk image, be sure to use *‘binary mode’’
to do the transfer. If you select ** ASCII’’ mode, the file will be too big to fit on the
floppy, and it will be corrupted.

The UNIX METHOD:

If you are creating the disk from a FreeBSD, or other UNIX workstation, you need access to the dd
program and ‘* write permissions’’ to the floppy disk.

Note:
This may require SuperUser access.

Insert floppy into the SERVER now. If you are using a telnet connection, Do not put
the floppy into your local machine, it still belongsin the server.

At the prompt, type:
dd if=boot.flp of=/dev/fdO

The floppy drive light should come on and after a few minutes you will get a message telling you
how many bytes of information were transferred and how fast. If you have any trouble or questions
about dd read the dd nan page.

The DOSMETHQOD:

To use the DOS method, you have to download the program r awr i t e from the FreeBSD FTP site.
Y ou can use Netscape or any other ftp client. Opento

ftp://ftp.freebsd. org/ pub/ FreeBSD/ t ool s/ Thendownloadtherawite. exe file. To usethe
program, from the DOS prompt, type r awr i t e When it prompts for the source file type: boot . f I p
and press ENTER. When it asks for the destination drive type a: and press ENTER. Now it should go
though abunch of "witing Sector xXx' stuff and the floppy disk light should come on for a
while.



Win95 Users;

If you are using Win95, you should download and use f di mage. exe instead. It can be
found in the same directory asrawri t e. exe. However if you user awr i t e under
Win95, you must Maximize the DOS window by pressing ALT + ENTER

P.S. Be sure Win95 doesn’t rename it to something liker awr i t e( 3) . exe instead,
when you make several attempts to download it.

When the programs have finished writing to the floppy disk, you will have a FreeBSD Install/Boot
floppy disk. Useit to install FreeBSD on all of your Machines.

8. Preparing Distribution Sets.

This section explains how to prepare a custom mediato install FreeBSD from. These medias
include:

® Foppy Disks

® MSDOS partitions
® NFSservers

® |ocal FTP Sites

® Existing FreeBSD Partitions

Note:

If you are not using one of these medias, please KIP this section. (These are not the
easiest or the recommended methods of installation. But they work.)

Each installation medialooks for its filesin adifferent directory. Inorder for the install program to
find the installation files, you have to copy them into the correct directory.

For example, you want to install the Minimal Distribution Set from floppies. The M ni mal
Distribution Set requiresthe/ bi n distribution, ie. the/ bi n directory, be copied onto the floppies.
The/ bi n directory can be found on the CD-ROM or from the FreeBSD FTP site, in the directory
/ pub/ FreeBSD/ 2. 2. 6- RELEASE/ . The bi n directory and all its contents need to be copied onto
MS-DOS formatted floppy disks. Y ou will be able to fit about 6 files per disk. The files are named
bi n. aa, bi n. ab, €etc.

Important:

Y ou will need to copy thefilebi n. i nf onto the first disk.

When you get them on to the floppy disk you should be able to put it in a DOS machine and type
dir
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When al the files have been copied onto the floppy disks, you will have a set of FreeBSD
installation floppy disks. Use them when prompted for during the installation.

To install from a DOS partition, you must first copy al of the required directoriesto C: \ Fr eeBSD\ .

Toinstall from an Custom FTP site, copy al of the filesinto a publically accessable directory
followed by Fr eeBSDI 2. 2. 6- RELEASE/ .

AnNFSinstall utilizes a Network Shared Filesystem. This the method of filesystem shareing used
by UNIX over anetwork. A directory will need to be exported on the distribution site. Copy all the
required directories onto Fr eeBSD/ 2. 2. 6- RELEASE/ on that exported filesystem.

Listed below are the standard Distribution Sets that you can install and the directories that you will
have to copy on to the mediayou are installing from.

Developer
O /bin
O /doc
O / manpages
O /info

O /proflibs



o

o

/src

/ di ct

X-Developer

o

0O O O O O O

o

/bin

/ doc

/ manpages
/info
/proflibs
/src

/ di ct

| XF8633

Kern-Developer

X

User

0O O O O O o

O O O O

/ bin

/ doc

/ manpages
/info

/ proflibs
/ srclsys

/ di ct

/bin
/ doc
/ manpages

/di ct

O /bin

O /doc

O / manpages



O /dict
O / XF8633
Minimal

O /bin

9. Usingthe Boot Floppy and Kernel
Configuration

At this point you should have chosen a-RELEASE to install and have decided what medium you
are going to use to install it. It can be installed over the network using FTP or NFS, from an
existing FreeBSD or MSDOS partition, from a CDROM, or with floppy disks. All installation
mediatypes require a boot floppy, except bootable CDROM installs. This part covers how to use
the Boot Floppy, regardless of which mediayou will be installing from.

If you will be installing from floppy disks, MSDOS, existing UNIX partition, NFS, or custom FTP
site, you will need prepare your installation media. Read the section on Preparing Di stri bution
Set s, to find out what to download and where to put it.

Before you boot with the Boot Floppy, you should check your CMOS Settings. Y ou need to have
the boot sequence set to boot from A’ drivethen’C’ drive. If thisis going to be a Server, you
probably don’t want APM (Power management) enabled. Before you exit CMOS, double check to
see that your IDE drives are all properly recognized and installed. SCSI drives should be checked
using a SCSI utility.

Note:

If you don’t know what each piece of hardware in your computer is, gather all the
documentation. Y ou will definitely need it. The best information comes from the
packing list that came with your compuiter, if you still haveit. It should tell you what
kinds of devicesyou haveinstalled. If you aready have an operating system installed
on the computer, you can use various methods of finding out what isin your system. If
you have DOS, try using msd. If you have Win95, try ri ght - cl i cki ng on Wy

Conput er, Selecting Pr operti es, Selecting devi ce manager and printing out the
information there.

Now put the Boot disk in the A: drive, or the boot drive, and restart the computer.

After afew moments, you should see a screen like:

>> FreeBSD BOOT @ 0x10000: 639/31744 K of Menory

Usage: bios drive:interface(unit, partition)kernel _nane options
bi os_drive 0, 1

interface fd, ﬁd.6} sd
unit o, 1, ...
partition a, ¢

ker nel _namne néneyof'kernel, or ? for list of files in root directory
options -a (ask name) -C (cdron) -c (userconfig) -D (dual consoles)



-d (debug early) -g (gdb) -h (serial console) -P (probe kbc
-r (default root) -s (single user) -v (verbose)
Exanpl es:
1:sd(0, a) mykernel boot ‘mnykernel’ on the first SCSI drive when one |DE
drive is present
1:wd(2, a) boot fromthe second (secondary master) |DE drive
1:sd(0,a)? list the files in the root directory on the specifiec
drive/unit/partition, and set the default bios_drive,
interface, unit and partition
-cv boot with the defaults, then run UserConfig to nodif)
hardware paraneters (c), and print verbose nessages (

Use ? for file list or press Enter for defaults
Boot :

Thisisthe Boot Prompt. FreeBSD is giving you a chance to enter parameters different from the
normal booting procedures. Thisis most often used to enter into the single user mode, or to boot
from adifferent ‘‘kernel.”” See the section on Conpi | i ng Cust om Ker nel s for more detail on
kernels.

If you don’t press anything, it will assume after a few seconds that you don’t want to enter anything
extra and go on booting, using the default values. We want to use the default values at this point.

Next comes the kernel configuration menu:

Ski p kernel configuration and continue with installation
Start kernel configuration in Visual Mode
Start kernel configuration in CLI Mde (experts only)

These options give us a chance to modify our kernel and make it scan for devicesin places other
than the default settings. If we skip the kernel configuration, we accept all the default values, move
on to the next section of the install, and will not have another chance to change them until we
reboot. We can start the kernel configuration in either of two modes, CLI (Command Line
Interface), or Visual Mode (Menu Driven Interface). The Visual Modeis by far the easiest to use
and understand.

Of these three options, wewantto go into St art kernel configuration in Visual Mde. But,
before we do that, we need to have a basic understanding of IRQ and Ports and devices.

At this point you don’'t need to know what they are so much, as you need to know that each device
(hardware component) has one. Y ou need to know what each device' s IRQ and Port number is.
Thisiswhy you need the documentation on each piece of hardware in your computer. Some of the
devices will have IRQ’'s and Ports that you can set. These should be set before you begin your
installation of FreeBSD. This may require jumper settings on the actual hardware itself, or use of a
vendor supplied configuration utility to set it. The PCI devices won't need to be set up by you in the
kernel configuration; This utility only affects ISA devices.

Once you know what each device in your computer is and what it’s IRQ and Port #is, if it has one,
then proceed into the visual kernel configuration.

--ACtive-Drivers-------cmomm e 21 Conflicts--------- De
St or age: (Col | apsed)

Net wor k: (Col | apsed)

Conmruni cat i on: (Col | apsed)

I nput : (Col | apsed)

Mul ti nedi a:

PCl : (Col | apsed)
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This screen lets you modify or remove | SA devices from the boot scan. FreeBSD probes each
device that it knows about when it boots up. All the devicesin the ** Active Devices’ section will
be probed, anything that is deleted from the ** Active Devices'’ section will be moved into the
“‘Inactive Devices'’ section and not probed. If you delete a device you need, you can go into the
““Inactive Devices'’ section and re-activate it.

At the top of the screen you see “*21 Conflicts’” in Bold Print. This can be somewhat misleading,
because there are not actually 21 physical conflicts. These are only potential conflicts. FreeBSD is
telling usthat if all the devicesthat it has been set to probe are present that there *‘would’” be 21
Conflicts. FreeBSD is set up to probe all the devicesit knows about and look for them at the most
common IRQs and Ports. Since several pieces of hardware are commonly found at the same IRQ), it
reports a potential conflict. For example, FreeBSD is probing for several different network cards at
the same address, and since you only have one network card, the IRQ conflict is really non-existent.

Our job now isto look through the different sections of device drivers and de-activate or delete the
ones that aren’t in our system. For each device that we do find that belongs in our system, we need
to make sure that the IRQ and Port values are correct.

It is not absolutely necessary to delete all of the unused devices, because when FreeBSD probes for
them and does not find them, it ignores them. However, it would be wise to delete any extra devices
that do not belong to the system, because they may have long time out values. In other words,
FreeBSD waits for along time to make sure that they really don’t exist. Deleting them will speed
up the boot process.

Most likely, all you will have to do is change the settings on afew devices and delete one or two
others to speed things up. For example, In my system | have 2 SCSI drives, an NE2000 network
card on IRQ 10, and a PS/2 mouse. | have to delete the IDE drivers, change the NE200O driver
(edl) to IRQ 10, and enable the PS/2 mouse from the disabled list.

It still shows 18 conflicts, however, none of the equipment in conflict exists in my machine, so |
can ignore it and continue on. | have resolved the conflicts for the equipment actually in my
machine. If, after resolving conflicts for the equipment in your machine, you still have problems,
you might try removing ‘‘al’’ the extra device drivers from the kernel configuration menu and
checking for a conflict you might have overlooked.

If you have correctly erased ‘*all’’ the extra devices and set the remaining devices to the correct
IRQ and Port #, it should show no potential conflicts, with the exception of the PS/2 mouse. If it
shows any remaining, it could be an actual conflict. Any actual conflict will result in both pieces of
hardware not working properly. If you do end up with a potential conflict, after deleting ALL of the
extra devices, you must move one of the offending devices to a different IRQ or Port (depending on
where the conflict is) to avoid an actual conflict.

With thisin mind, lets start with storage: With the storage section highlighted, press ENTER to



expand the tree. Now you should have lots of SCSI controllers and disk controllerslisted. These
will cover everything from CD-ROMs to Tape Drivesto Floppy disks. They are in alphabetical
order. These are only ISA devices, PCI devices are taken care of automatically.

Thefirst four are:

--Active-Drivers---------ommmm i 21 Conflicts--------- Dev----- I RC
Adapt ec 154x SCSI Controller CONF aha0

Adapt ec 152x SCSI Controller ai c0 11
Busl ogi ¢ SCSl Controller CONF btO0

Fl oppy Di sk Controll er fdcO 6

The above Buslogic and Adaptec controllers are in conflict trying to use the same Port. Deleting
one of them, or changing one of them to an unused Port will eliminate a conflict. Just changing the
Port that FreeBSD looks for will not solve your problem unless that is actually the Port that the
hardware is set to. If the SCSI controller is set to Port 0x330 and so is the network card, one of
them will have to change. Merely pointing FreeBSD to look for the SCSI controller in adifferent
place, will appear to solve the problem, but will only suceed in misleading FreeBSD and hiding the
fact that two devices are in conflict. The conflicting IRQ or DMA needs to be changed on the
physical device, using ajumper or configuration program supplied by the vendor. Then FreeBSD
needs to be pointed to the right place to look for it in this configuration menu.

The**Dev’’ listing isthe file name that you will use to reference the hardware device in FreeBSD.
It is the name of the actual device driver. All the devices are kept in adirectory called / dev. So to
access the floppy disk controller you would reference/ dev/ f dc0. Normally, however, you don’t
access device controllers, just the devices they control. See the section on Accessing the Floppy.

If you don’t have SCSI in the system delete all the SCSI controllers, the same goes for IDE devices.
Leave only the devices that actually exist in your system. If you delete an item and decide you need
it, just press TAB and get it back from the Inactive Drivers section.

To change the IRQ or Port value of adevice, press ENTER while the device is highlighted. This will
open a box at the bottom of the screen allowing you to change the Port address, IRQ Number,
Flags, and Memory Address. The Port address is a hexadecima number. If it is shown in your
documentation as a Port value of 330, it is probably 0x330. Use the TAB button to move between
fields and then press q to quit and save the parameters. Y ou can always go back and change them
before you quit the kernel configuration editor.

When you are finally done with al of the kernel configurations, it may still show potential
conflicts, but if you have configured everything correctly, there should be no actual conflicts.

PS/2 Mouse Users;

If you use aPS\2 Mousg, it will conflict with the Console, showing two conflicts. This
iIsnormal.

Be sure you have everything correct. Once you move past this screen, you won't have another
chance to change the devices, unless you reboot. Then press q to save these parameters and
continue with the Installation.



10. Installing FreeBSD with the boot floppy

10.1. An explanation of install screen options

10.2. Sep 1) Format, fdisk, and partition the disks
10.3. Sep 2) Allocate Filesystem Space

10.4. Step 3) Sdlect Distributions

10.5. Sep 4) Format and Configure the Media Type

Thiz iz the main menu of the FreeBSD installation system, Pleaze
zelect one of the optionz below by uzing the arrow keyz or typing the
firzt character of the option name you're interezted in, Invoke an
option by presszing CENTER] or [TRB-EWMTER] to exit the installation,

Quick start — How to use thisz menu syste

Installation instructions. README. etc.

Select keyhoard type

YWiewsSet warious installation options

Begin a novice installation (for heginners}
Begin a quick installation ¢for the impatient}
Begin a cusztom installation (for experts:
Enter repair mode with COROMAFloppy or start shell
Upgrade an existing system

Do pozt-inztall configuration of FreeBS0

Load default install configuration

Glos=ary of functions

(=0l mmwmmhwma
0

[Eelect] Exit Install

Welcome to an install of FreeBSD. From here you can install FreeBSD on a new machine, upgrade
an existing machine, configure your machine after an installation, and add extra distributions and
packages.

OR,

With aspecia ‘‘Fixit'’ floppy disk or CD-ROM, you can troubleshoot problemsin an existing
System.

Theinstall process is mostly automated. All the required information is collected before the
installation actually starts. The Novi ce and Expr ess installation options guide you through the
information collection procedure. They let you install only after all necessary information has been
gathered. The cust ominstall option gives you the flexibility of installing select sections without
performing a complete install.
Theinstall process consists of 4 Steps:

® Partitioning disk space

® Allocating filesystem space

® Selecting distributionsto install

® Configuring the medium you will use to install.



Note:

The next section is an explaination of each option on the main menu. If you want to
begin installing immediately, skip ahead to St ep 1.

10.1. An explanation of install screen options

10.1.1. Usage
10.12.2. Doc
10.1.3. KeyMap
10.1.4. Options
10.1.5. Novice
10.1.6. Express
10.1.7. Custom
10.1.8. Fixit
10.1.9. Upgrade
10.1.10. Configure
10.1.11. Load Configuration
10.12.12. Index

10.1.1. Usage

HOW TO USE THIS S¥STEM

[press the Pagelown key to go to the next =creen when you finiszh
reading this onel

The following keys are recognized in mozt of the dialogs you™ll
encounter during thisz inztallationg

KEY ACTION

SPACE Select or toggle the current item,

RETURH Finish with a menu or item,

UF ARROL Move to previous item {or up. in a text display box?,
DOLWH ARREOL Move to next item for down,. in a text display box!,
TAE Move to next item or group,

RIGHT ARROL Move to next item or group {same as THE!,

SHIFT-TAE Move to previous item or group,

LEFT ARREOL Move to previowus item or group t(zame az SHIFT-TAHE?!,
PAGE LIF In text display boxesz., =zcrollszs up one page,

PRGE DOWL/H In text display boxes. zcrollsz down one page.

Fi1 Display associated help text,

If you =ee =mall ""“i{-" or "wi+}" =zumbolzs at the edgez of a menu. it

This screen isatutorial on what each key does when you pressit during the install. The ENTER key,
sometimes called the RETURN key, will finish or exit you out of a menu whether or not you have
selected anything. This might cause you to skip a menu section, thinking you have selected
something.

Y ou must press the SPACE BAR to select most menu items. Usually, an X will appear next to the
selected item.



10.1.2. Doc

If youw are at all unsure about the configuration of your hardware

or are looking to build a system specifically for FreeBSO. read the
Hardware guide! Hew uzers should also read the Install document for

a =step-by-=tep tutorial on installing FreeB5SO, For general information.
consult the README file,

A general description of FreeBS5Nl., Read thisl

2 The FreeBSD =survival guide for PC hardware,

3 A s=tep-bhy-step guide to installing FreeBSD,

q The FreeBSD Copyright notices,

5 The releasze notes for this version of FreeBSO,

& Creating shortcuts to syszinstall,

I Go to the HTML documentation menu {post-install?l,
0 Exit thiz menu (returning to previous?

[ 1K ] Cancel

FreeBSD comes with several very good sets of documents that are available during the install
process. It isagood ideato read all the install documentation before attempting to install for the
first time.

10.1.3. KeyMap

The default =system console driver for FreeBSD {(zyscons) defaults
to a standard "American" keyboard map. Uszers in other countries
for with different keyboard preferences! may wish to choose one of
the other keumaps below,

Hote that syszinstall itself only uses the part of the keyhoard map
which iz required to generate the ANSI character subset. but your
choice of keymap will alszo be zaved for later (fuller! use,

{ il elgian
Brazil CPELHD keymap

Brazil IS0 keuymap

Danizsh Code Page 265 keuymap
Danizsh IS0 keuymap

French IS0 keymap

German Code Page 850 keuymap
German IS0 keumap

Italian IS0 keumap

Japaneze 106 keymap
Horwegian IS0 keuymap
Ruzzian CPEEE keumap

AMzu-HoOMEEEE

[ 0K 1| Cancel

If you need special characters to write in the language that you are running FreeBSD on, you need
to use the keyboard map for that country. This page lets you select from the avail able keymaps.

10.1.4. Options



Options Editorll

Mame YValue Hame Yalue

HMFS Secure YES Package Temp Susrstmp

HFS S1ow HO Gated package gated-3,5k3
Debugging HO PCHFSD package pocnfzsd-93,02,16
Mo Warnings MO lze Defaults [RESET!]

Yes to ALl HO

FTP uszername fFtp

Editor Suzrshingee

Tape Blocksize 20

Extract Detail high

Releaze Hame 2,2,6_RELERSE
Install RFoot e

Browszer package lyn=x-2,7.1

Browzer Exec Ausrsdlocalsbinglynx
Media Type <not yet =setr

Media Timeout 300

l=ze SPACE to zelectstoggle an option. arrow keys to move.
T or F1 for more help, When you™re done. type O to Ouit,

HFS =erver talks only on a secure por

This page lets you tweak with the default settings. For the most part, everything should work fine
with the default values. Unless you know what you are doing, you probably shouldn’t mess with
this section.

10.1.5. Novice

TheNovi ce Install will walk you through each required part of theinstall process. Before each
step, a help screen will appear and explain what is about to happen and what you are expected to
do.

10.1.6. Express

Expressisjust like Novi ce, but without all the help. It walks you through al the important steps
and collects the information required to start the installation.

10.1.7. Custom

Thiz iz the custom installation menu, You may usze thiz menu to specify
details on the type of distribution you wiszh to have. where you wish
to install it from and how you wish to allocate disk storage to FreeBSD,

iew/5et various installation options

Allocate disk =pace for FreeB5SD

Label allocated disk partitions

Select distributionis) to extract

Chooze the installation media type

Perform any pending PartitionsLabel /Extract actions
Exit thisz menu f{returning to previous}

L=y I A

[ 0K 1| Cancel

The cust om I nst al | allowsyou to do a speciaized install, or a specific re-install, with out
affecting previously installed components. For instance, this would allow you to add an extra hard
drive to your system, or add/re-install a distribution. Y ou could also repartition a hard disk or
restore the boot-sector/boot-manager to your boot disk.



10.1.8. Fixit

There are three ways of going into "fixit" mode:
- you can use the 2nd FreeBSD COEOM. in which case there will he
full access to the complete =et of FreeBSD commands and utilities.
- you can use the more limited {hut perhapsz customized! fFixit Floppy-
- or you can start an Emergency Holographic Shell now. which is
limited to the =zubset of commands that i= already available right now,

| CDROM Use the 2nd "live"™ CDEOM from the distributio
2 Uze a floppy generated from the Fixit image
3 Start an Emergency Holographic Shell

[T Cancel

If anything should happen to your system that would cause it not to boot properly, theFi xi t option
will give you access to your filesystem. TheFi xi t option is an advanced feature. Knowledge of
how to mount filesystemsis required to gain access to your hard disks.

10.1.9. Upgrade

Welcome to the 2,1.x for 2,0,5) -» 2.2 upgrade procedurel

It must first be =aid that this upgrade DOES HOT take a particularly
sophisticated approach to the upgrade problem. it being more a
gquestion of providing what seemed "good enough" at the time, A truly
polizshed upgrade that deals properly with the broad spectrum of
installed 2,0,5 / 2,1,x systemsz would be nice to have. but until that
gets written what you get iz thiszs - the brute-force approach!

What this upgrade will attempt to do is best summarized thusly:

fzck and mount all file systemsz chozen in the lakbel editor,

Azk for a location to preszerve your Setc directory into and do =o,
Extract all selected distributions on top of your existing system,
Copy certain obvious files back from the preserved Jetc, leaving the
rest of the J/etc file merge up to the user.

. Drop uszer in a =hell =o that they may perform that merge hefore
rebooting into the new =system,

0l Rl
PRI

And that™=s it! This "upgrade" i= not going to hold your hand in all

The Upgr ade option allows you to convert an existing FreeBSD machine to a new version of
FreeBSD, without re-formatting your disk drives, or losing all of your data. An upgradeisalot like
re-installing a distribution set. It copies all the distributions you choose over the top of you existing
files, replacing the ones with the same name. It does not delete extrafiles that it finds.

10.1.10. Configure



If youwe already installed FreeBSD. you may use this menu to customize
it zomewhat to suit your particular configuration, HMost importantly.
you can usze the Packages uwtility to load extra "3rd party"

zsoftware not provided in the baze distributions,

Add user and group informatio

Customize system console bhehawvior

Set which time zone you re in

Change the inztallation media type

Select the type of mousze you have
Configure additional network services
WiewsSet warious installation options
Install pre-packaged software for FreeBSD
Set the =zystem manager”= password

Go to the HTHML documentation menu {post-install?
Configure ®xFreeBi

Install additional distribution sets

XD O0~@Wm b wh

C 0K ] Cancel

This menu helps you setup your basic networking services, install extra packages (pre-compiled
*3rd party’’ software), add additional distributions and prepare your system for general use.

10.1.11. Load Configuration

Specify the name of a configuration file
reziding on a MSDOS or UFS floppy.

L

C__OK__]| Cancel

10.1.12. Index

Thisz menu contains an alphakbetized index of the top level functions in
this program f{zyszinstall), Invoke an option by presszing [EMTERD,
Leave the index page by zelecting Cancel [TAB-EMTER],

non FTF Configure anonymous FTP logins,
Commit any pending actions fdangerous!?
Customize system console hehavior,
The =zystem configuration menu,
Load default =zettings,

The mouszse configuration menu,

The disk Lahkhel editor

Root of the distribution tree,
Bazic FreeBSD distribution menu,
DES disztribution menu,

Select developer™= distribution,
Src diztribution menu,

Select ® developer™s distribution,

ur:t:::ur:t:::ur1ru1ll

L__OK 1 Cancel

This screen could be looked at asa*‘ Custom Install’’ . Instead of being organized into an install
menu structure, all of the install commands have been extracted, alphabetized, and placed on a
single menu. This makes it an alphabetized list of every command available during the install
process. Pressing ENTER at this point, will execute the highlighted option as though you had selected
it from an active menu.



10.2. Step 1) Format, fdisk, and partition the disks

10.2.1. Asingledisk FreeBSD ONLY install
10.2.2. Asingledisk Multi-OSinstall
10.2.3. A Multi-disk FreeBSD ONLY install
10.2.4. A Multi-disk Multi-OSinstall

Here we are going to prepare our drives for use with FreeBSD. If you aready have an operating
system installed on your disks, and don’t plan on using the whole disk for FreeBSD, you will need
to free up a partition to install FreeBSD on. There are several methods of doing this. Y ou can delete
your stuff, re-arrange the partitions, and re-install it. (Cleanest, but takes the most work.) Or you
can re-partition it using a program that preserves your information. There are several programs that
can repartition your drives with out losing your information. A shareware program FIPS will work,
or there are several commercia packages, such as*‘Disk Magic’’.

fips.exe canbefoundatftp.freebsd. org/ pub/ FreeBSDY t ool s/ fi ps. exe.

If you use DOS fdisk to make a new partition, you will be required to delete the existing partition.
However, with FIPS and other such programs, you can ‘*shrink’” an existing partition, freeing up
room for a new partition. FreeBSD can be installed on any available partition, including extended
DOS partitions, logical drives, and Non-DOS partitions.

Note:

Once you have a partition available for FreeBSD, it does not matter if it is formatted,
theinstall process will format it for use with FreeBSD. It makes no difference whether
DOS or any other OSisinstalled onit.

Four possible fdisk scenarios are outlined, based on how many hard drives you have available, and
whether FreeBSD isthe only OS installed.

10.2.1. A singledisk FreeBSD ONLY install

Thisisthe ssimplest install scenario. It iswhen you only have one disk in the computer and you
want to dedicate it to FreeBSD.

In the fdisk editor, delete any partitions that may exist by moving the cursor to the partition and
pressing d. Then press a to use the entire disk as shown in the figure below.

Thisisan example of a2.1 Gig SCSI disk. It does not matter whether the disk is SCSI or IDE.



=l D15k Partition Editaor

Dizk name: (
Bl cyls/205 heads B3 sectors = 4192960 zectors

ISk Geometry: 5

Offzet Size End Hame PType Desc  Subtype Flags

4194058 4134057 zdisl

The following commands are supported fin upper or lower casel:

A = Use Entire Disk B = Bad Block Scan [ = Create Slice
Il = Delete Slice G = Set Drive Geometry 5 = Set Bootable
Il = Undo All Changes O = Finish W = Write Changes

lze F1 or ? to get more help, arrow keys to zelect,

I
Now, press q to quit.
Install the standard MBR (Master Boot Record)

Use the SPACEBAR t0 select St andar d and press ENTER to move on.

FreeBSD comes with a boot selector that allows you to sasily

zselect between FreseBSD and any other operating systems= on your machine
at boot time, If you have more than one drive and want to boot

from the second one. the boot selector will alszo make it possible

to do =zo (limitations in the PC BIODS uwsually prevent thisz otherwi=zel,
If you do not want a boot selector. or wish to replace an existing
one. =zelect “"standard", If you would prefer your Mazter Boot

Fecord to remain untouched then zelect “"Hone",

HOTE: PC-D005 users will almost certainly require “"MHone"!l

. 3 B Install the FreeBSD Boot Manager ("Booteasy':
{2} Install a standard MBER {no boot manager}

f + H Leave the Master Boot Record untouched

C 0K ] Cancel

Move on to Step Two, ‘* Allocating filesystem space’”.

10.2.2. A singledisk Multi-OSinstall

Thisis one of the more complex scenarios, you don’t have to worry about which drive to boot from
like you do with Multi-disk setup-ups, but you need to be careful about which OS you install First.
DOS and FreeBSD are friendly to each other; Window95 and WinNT are not friendly to FreeBSD.
They both want to try and take over the Boot Sector (MBR). Also, DOS and Win95 usually need to
be installed on the first 1026 sectors of the first hard disk to avoid the 530Meg limit imposed by
DOS.

Now you should see several partitions. The first one saysthat isit unused, starts at O and goes 63
sectors. Thisisyour boot sector. There is nothing you can, or want to do with this at thistime. Then



you should see a section starting at 63 and named sd0s1 or wd0s1 depending on whether you have
SCSI or IDE disks. sd0 isthe name for a SCSI disk and sl is the first partition we made on the
drive.

Y ou should see a big section that is unused. Thiswill be used to create our FreeBSD partition.

If there is no partition marked unused, then the partition that you have reserved already has
information on it, and will need to be deleted and recreated as a FreeBSD partition. Pressd to delete
a highlighted partition.

For example, you have 3 Gb of space on one disk. It is partitioned into aC: drive (2Gb), and aD:
drive(1Gb). The plan isto keep your ' C: drive’ and just use the’D: drive’ for FreeBSD. Thisis
what your partition table looks like:

of f set Si ze End Nane PType Desc Subt ype
0 63 62 - 6 unused 0
63 4193217 4193279 wdOsl 2 fat 6
4193280 2080512 6273791 wd0s2 4  extended 5
6273792 8064 6281855 - 6 unused 0

Here you want to delete the ' extended’ partition and re-create it as a FreeBSD partition. Just
highlight it and press’d’. Then press’c’ to create anew one. Accept the default size.

The partition labeled f at isa DOS Partition. The partition labeled ext ended is an Extended DOS
Partition. (ie not the primary DOS Partition)

The sizes are shown in 512 byte blocks instead of 1K blocks. So you need to cut the size in half.
The size’ 4123217 partition isthe 2G disk. The 2080512 size partiton isthe 1G drive. The’ 8064’
sized chunk is unallocatable space due to cylinder boundaries not matching up.

To create our FreeBSD partition, highlight an unused partition and press ¢ for Create. If you want
to use the remaining amount of space for FreeBSD, accept the number that is written in the box,
otherwise enter anew number. There are two ways to enter the amount that you want. First you can
specify the exact number of sectors that you want the partition to be. Or, you can specify thesizein
Megabytes by typing in the number followed by an MFor example, If you want a partition of 1000
Megabytes, you type: 1000Min the box.

The following graphic shows a 1000M DOS partition, labeled 'fat’, as sdOsL.

It also shows a 1100M FreeBSD partition.



=d() DISkK Partition Editor
61 culs/255 headsAB3 sectors = 4192965 zectars

Dizk name: 2,
ISk Geometry: 2

Offzet Size End Mame PType Dlesc  Subtype Flagz
0 B3 B2 - E  unuszed 0
B3 2040192 2040204 =di=l 2 fat G
2040205 2182710 4132964 =dizd 3 freebsd 168 [
4192365 4134057 - E  unuzed ]

The following commands are supported {in upper or lower casel:

A = Use Entire Disk B = Bad Block Scan [ = Create Slice
I = Delete Slice G = Set Drive Geometry S = Set Bootable
Il = Undo All Changes O = Finish W = Write Changes

Uze F1 or % to get more help, arrow keys to zelect,

Note:

By keeping the partition compatible with other partitions, a small portion of the hard
drive might become unusable. The last partition shown on the graphic, starting at offset
4192965, is unusable. Thisis nothing to worry about, because it isavery small part of
the available disk space. It isonly 1093 Sectorsin size.

When you are done creating your partitions, press q to quit and move on to the next part of the
install.

Next it is going to ask how you want to boot the disk. Because we are booting several OSes from
one disk, we need to install a boot manager.

FreeBSD comesz with a boot selector that allows you to easily

zelect hetween FreeBSD and any other operating systemsz on your machine
at boot time, If you have more than one drive and want to hoot

from the second one. the bhoot szelector will alzo make it posszible

to do =zo {limitationz in the PC BIODS usuwally prevent thisz otherwiszel,
If you do not want a boot selector. or wish to replace an existing
one, select "standard", If you would prefer your Maszter Boot

Record to remain wuntouched then select "Hone',

HOTE: PC-D05 users will almost certainly reguire "MHone'!l
{3l lootMer] Install the FreeBSD Boot Manager {"Booteasy"}

Inztall a =tandard MBE {no hoot manager?
Leave the Maszter Boot Record untouched

L__OK_ ]| Cancel

This screen lets you select the Boot Manager that comes with FreeBSD. At this screen all you have
to do is select Boot Myr and it will install the BootEasy Boot Manager on to your disk.

Since BootMgr is the default, just press ENTER to go on.



Note:

There are other Boot Managers available, but thisis the only one available during the
install. If you have aboot manager already installed, such as OSBS or the OS/2 Boot
loader, select NONE from the menu.

Move on to Step Two, ‘‘ Allocating filesystem space’”.

10.2.3. A Multi-disk FreeBSD ONLY install
Thisisavery common server-type setup. It isfairly easy to setup and very reliable.

Now we need to partition each of our disks. We will select one disk at atime and partition it,
repeating the same process for each disk.

Pleaze zelect the drive. or drives. on
this operation, If you are attempting
on a drive other than the first one or
systems on your machine. you will have

which you wiszsh to perform

to install a boot partition
have multiple operating

the option to install a boot

manager later, To =select a drive. use the arrow keys to move to it
and press [SPACE]. To de-select it. press [SPACE] again.

Select OK or Cancel to leave thisz menu,

[ IEE "I
L] w wdl
[ 0K 1| Cancel

Select adisk by moving the cursor to the appropriate disk and pressing the space bar.

Caution:

* (Do NOT press ENTER at this point, because this will move us out of the FreeBSD
fdisk utility, with out partitioning any disks.

SincethisisaFreeBSD only install, we need to delete any partitions that are there and create new
ones for FreeBSD. Move your cursor to each partition and pressd until there isonly one partition
that saysunused

Now, just pressa to use the entire disk.

It will ask you if you want to keep the disk partition compatible with other OS' s by making it atrue
partition. If you are using SCSI disks and are not going to be using any other OS on this system, it
isfineto say no and dedicate them to FreeBSD. If you are using IDE drives, it might be a good idea
to answer yes and let them conform to regular partitioning methods.

The following graphicisa 2.1 Gig SCSI disk that has NOT been keep compatible with other OS's,
therefore it shows no Boot Sector.



Dizk name: =) D15k Partition Editor
DISE Geometry: 261 cyls/205 headsz B3 sectors = 4192960 zectors

Offzet Size End Hame PType Desc  Subtype Flags

0 4194055 4194057 zdis1 3 freebsd

The following commands are supported fin upper or lower casel:

A = Use Entire Disk B = Bad Block Scan [ = Create Slice
Il = Delete Slice G = Set Drive Geometry 5 = Set Bootable
Il = Undo All Changes O = Finish W = Write Changes

lze F1 or ? to get more help, arrow keys to zelect,

I

We have just completed the fdisking the first disk; pressq to quit and it will return usto the Sel ect
Dri ves menu. The disk we just finished will have a X in the box and the remaining disks still need
to be fdisk’ d. Repeat this procedure until all disks have been fdisk’d.

When all disks have been fdisk’d, press ENTER at the ' Select Drives' menu.

Move on to Step Two, ‘‘ Allocating filesystem space’’.

10.2.4. A Multi-disk Multi-OSinstall

A Multi-disk Multi-OS installation can take on just about any format imaginable. Y ou can have one
OS for each disk. Multi-OS' s on aon Multiple disks; or any combination of the two. If you are
putting more than one OS on asingle disk, it will work exactly like the Single disk Multi-OS
installation described previously. Of the several options available, one of the easiest, and most sane,
isto put one OS per disk. For example, you would put DOS/Win95 on the First disk and FreeBSD
on the second disk. | find thisto be safer, because sometimes DOS tries to take over the first drive
with out telling you and formats it without asking your permission.

One OS per Drive/Two Drive system.

In this example, we have two drives. We are going to put Win95 on the first drive and FreeBSD on
the second. Win95 should already be installed and running on the first disk.

We are going to install the Boot Manager on the Win95 disk, because it is the boot disk. To do this,
select thefirst disk, in this case sdO, and install the boot manager. At the Select Drives screen, move
the cursor to the first disk and press the SPACE BAR.



Pleaze zelect the drive. or drives. on which you wish to perform
this operation, If you are attempting to install a bhoot partition
on a drive other than the first one or have multiple operating
systems on your machine. you will have the option to install a hoot
manager later, To szelect a drive. usze the arrow keys to move to it
and press [SPACE], To de-select it. press [SPACE] again,

Select OK or Cancel to leave thisz menu,

{ ) o0
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Thiswill bring up the fdisk partitioning editor.

At this screen, you should see one DOS partition. Do NOT delete or change it. just press q to quit
out of it. Then the Boot Manager screen should come up.

Disk name: 1) FOISK Fartition Editor
DISK Geometry: 524 cyls/32 heads/63 zectors = 1056384 =zectors

Of fzet Size End Hame PType Dezc  Subtype Flags
4] a3 (23] - =] unuzed 0
b3 1086321 1056383 wdQzl 2 fFat &
The following commands are supported (in upper or lower caselr:

A = Udze Entire Diszk B = Bad Block Scan C = Create Slice
0 = Delete Slice G = Set Drive Geometry S = Set Bootahle
T = Change Type U = Undo ALl Changes W = Write Changes

d=e F1 or % to get more help, arrow keys to select,
Here we want to select Boot Myr ; sinceit is the default, we just need to press ENTER.

FreeBSD comez with a boot selector that allows you to easzily

zelect between FreeBSD and any other operating systemsz on your machine
at boot time, If you have more than one drive and want to boot

from the second one., the hoot selector will also make it possible

to do =0 {limitations in the PC BIODS uswally prevent this otherwisel.
If you do not want a boot s=elector. or wizsh to replace an exiszting
one,. select "standard", If you would prefer your Maszter Boot

Record to remain untouched then zelect "Hone",

HOTE: PC-D0S uszers will almost certainly regquire "MHone'!

[{x}l 'ootMerjlInstall the FreeBSD Boot Manager {“Booteasy™?}
{15 Inztall a =tandard MBRE (no hoot manager?
H Leave the Maszter Boot Eecord wuntouched

L 0K ] Cancel

Thiswill bring us back to the Select Drives screen. Now, just move the cursor to the next disk and



press the SPACE BAR. From hereitisexactly likeasi ngl e di sk FreeBSD instal | . Just delete
any existing partitions by moving the cursor to them and pressing d. When they have been all
deleted, press a to use the entire disk for FreeBSD. Then press g to quit. You will need to install the
Boot Myr on thisdisk also.

10.3. Step 2) Allocate Filesystem Space

10.3.1. Workstation\Desktop system

10.3.2. Server (More than 100 People)

10.3.3. Internet Server (E-mail/Pop3/Web Pages/FTP)
10.3.4. News Server

The FreeBSD Filesystem is one big directory structure. There is no noticable separation of drives,
or partitions, just one big filesystem. All additional hard drives must be assimilated into the
directory system. Thisis accomplished by mounting each partition, sometimes called a‘‘dlice’’, as
asub-directory in the filesystem. A partition can mount to, or attach to, any existing directory,
preferably an empty one.

Next, we will enter the disk label editor. Thiswill alow you to distribute your disk space
throughout the filesystem. At a minimum, you will need to allocate disk space for a/ directory and
for ** Swap Space’’.

Spaceis allocated for adirectory by mounting a partition, or *‘slice’’ of a partition, to it. If you do
not allocate disk space for adirectory, it will use disk space from it’s parent directory. Below isan
explanation of the standard directories that FreeBSD installs and whether you should consider
allocating space for it. Subsections of this chapter describe extra allocations you should consider
based on the anticipated use of your system. These are in addition to the basic alocations
mentioned below.

e /

/ isyour ‘‘root’” directory, not to be confused with the/ r oot directory, which is the home
directory of the user ‘‘root’’. All other directories are sub-directoriesto/ .

Like an upside down tree, *‘root’’ (/ ), sits at the top and everything branches outward fromit.
The root directory doesn’t need to be very big, 32-50 Meg. is sufficient. It just needsto have
enough room to hold the kernel and various system configuration files.

® /etc

The/ et ¢ directory contains all of your system configuration files. Y ou should not need to
mount a partition here, nor do you want to. In the event that you are unable to boot properly,
you would have trouble accessing your configuration files.

® /usr

The bulk of the system is contained in the/ usr, or UNIX System Resources directory.
Depending on your systems intended use and available disk space, you should reserve at least
100M for the/ usr directory. Usually you would allocate the most disk space for this
partition.



® Swap Space

Y ou must create at least one swap partition. Y ou can have several swap partitions, and it is
best to spread them out over all your disks. You don’t need to specify a mount point, because
the swap partitions are not accessible from the filesystem. Y our swap partitions should total at
least twice the size of the amount of RAM memory you have installed in your machine.

Note:

A swap partition must not occupy the first sector of adisk. You must put afilesystem
partition on it first. It is good to have one swap partition per disk.

® /var

The/ var directory holds various system logs and databases. It aso holds alot of transient
files, such as queued e-mail and spooled print jobs. Depending on the role of your system, this
directory can require several hundred Meg., or only afew Meg. Y ou should mount a partition
there of at least 32Meg. to take the strain off of your root directory. Some directories you
might want to consider mounting volumeson are/ var / mai | and/ var/ | og, depending on
your anticipated usage.

® /binand/shin

These directories contain all the basic binary files that make up the core FreeBSD system. Do
NOT mount partitions to these directories. They contain the utilities that allow you to mount
filesystems. If you booted improperly, you could not gain access to any of your filesystems.

® /root

Thisisthe Home directory of the user root. Unless you mount a partition to a sub-directory, it
uses available disk space from its parent directory. Therefore you want to be careful what you
put inthe/r oot directory, because it uses up the available disk space from the/ directory. If
you find your / filesystem happens to be full, you might want to check this directory for
excessfiles.

® /dev

This directory contains ‘‘file’’ representations of all of the devices that exist in your system.
Y ou don’'t need to mount anything here.

10.3.1. Workstation\Desktop system

Unless you have specia plans, on asystem like this, just use the defaults. Press a to use the
defaults. This option will create a32Meg/ partition, a32 Meg/ var partition, calculate a swap
partition based on available RAM memory, and allocate therest asa/ usr partition.

10.3.2. Server (Morethan 100 People)

The more people you have on the system, the more you want to think about making a/ hore
partition. Y ou should decide on a minimum amount of disk space that you are going to alot for each
user. Say 3-4 Megs of disk space for each user, and make/ hone partition that has enough space to



hold all the anticipated user files.

10.3.3. Internet Server (E-mail/Pop3/Web Pages/FTP)

On an e-mail server, you want to add extra space to the directory / var . The directories/ var/ | og
and/var/ mai | receive extraheavy usein Internet servers. If you anticipate alarge volume of
e-mail, you might want to add a separate/ var / mai | partition.

If thisisaprint server, / var / spool might get heavier than normal usage. However, spooled print
jobs don't stay very long.

10.3.4. News Server
A News server isavery advanced project, but | mention it here so you can plan disk space for it.

Y ou will want to use several 2.1 Gig SCSI disks, and look into ccd. ccd can be used to stripe
severa diskstogether, and also mirror hard disks.

10.4. Step 3) Select Distributions

Az a convenience. we provide several "canned" diztribution szets,

Theze zelect what we consider to be the most reasonable defauwlts for the
type of system in gqueszstion, If you would prefer to pick and chooze the
li=zt of distributions yourself, simply =elect "Custom", You can also
pick a canned distribution set and then fine-tune it with the Custom item,

Chonze an item by pressing [SPACE], bhen you are finished., choze the Exit
item or preszsz [ENTER],

el Full sources. binarieszs and doc but no games
Same az above. but includeszs the X Window Sysztem
Full bhinariez and doc. kernel zourcesz only
Average uzer — bhinariez and doc only

Same az above. but includes the X Window Sysztem
The smalleszt configuration poszible

Specify your own distribution zet

All =ources and hinaries f(incl ¥ Window System?

RN e N |
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A distribution is a collection of filesthat make up part of the operating system, sort of like separate
components that can be added individually. A distribution set is a selection of distributions. Six
““typical’’ distribution sets have been prepared to make it easy for new users to select distributions
based on the intended use of the system. A list of the distributions installed by each distribution set
isincluded at the end of this chapter.

Y ou also have the option of selecting your own distribution set. Every distribution set includes the
bi n distribution. The bi n distribution contains al the files required to make FreeBSD run.
Everything elseis optional. You’'ll notice that the ni ni mal distribution set only installs the bi n
distribution.

One of the strong points of using an operating system that includes the Source Code is the ability to
adjust for special hardware. If you have specia hardware, such as a multi-port serial card, or
Symmetric Multi-Processors, you will need to be able to re-compile and generate a custom kernel.
Installing the kernel source code also allows you to streamline your kernel for optimum



performance, by removing unused device drivers.

| would recommend installing the source code for creating a custom kernel. The Devel oper,
X- Devel oper , and Ker n- Devel oper distribution sets al include the kernel source code.

If you have an SV GA video card and SVGA monitor, | would recommend installing the X Window
System binaries. XFree86 is the free version of X Window System for FreeBSD. In order to
configure X Window System properly, you need to know the Brand of Video Card, the Refresh
rates for your monitor, and what kind of mouse you have.

X- Devel oper and X- User both include the X-Windows system. | would recommend the
X- Devel oper becauseit includes the kernel sources aso.

After you select one of the distribution sets, it ask you if you want to install the DES encryption
components.

Do wish to install DES cryptographic software?

If you chooze Ho. FreeBSD will usze an MDS bazed paszszword scheme which.
while perhaps more secure. iz not interoperable with the traditional
UHIx DES paszszwords on other non-FreeBSD zystems,

Pleaze do HOT chooze Yes at thiz point if you are outzide the

United Statez and Canada yet are installing from a U,5, FTP =zerver,
Thiz will wiolate U,5, export restrictions and possikbly get the
zerver site into trouble! In szuch cases. install everything but the
DES distribution from the U,5, server then switch your media type to
point to an international FTP =erver., using the Custom installation
option to =elect and extract the DES distribution in a second pass,

[ Yes 1 Hao

If you are outside of North America (USA or Canada) don’'t install it over the Internet from a North
American site. The copy of DES on the CD-ROM isfine. DES technology originating from the US
is not exportable, so you'll have to pick an overseas server to install from (which isthe logical way
to do it anyhow...)

Selecting cust omfrom the distribution menu allows you to specify which components to install.

Pleaze check off the distributionz you wish to install, At the
very minimum, thiszs should ke "bin", WARHIHG: Do not export the
DES distribution out of the U,5,! It iz for U,5, customers only,

mB 03 M D.D.UDDDH

Binary base distribution {required}
FreeBSD 1,x hinary compatibility
FreeBSD 2,0 hinary compatibility
FreeB5SD 2.1 hinary compatibility

DES encryption code - HOT FOR E<PORT!
Spelling checker dictionary files
FreeBSD Handhook and other online docs
Games {(non—-commercial}

GHU info files

Syztem manuwal pagez - recommended
Preformatted system manual pages
Frofiled versionz of the libraries
Sourcez for everything but DES

| e I e I e I e N e e e e e e I |
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This screen also lets you add distributions, or re-install corrupted distributions. If you are adding
distributions to an existing system, you probably don’t want to select BI N. When installing a new
system, | would recommend the following as very necessary: Bl N, DOC, MAN, XFr ee86, and Selected
SRC sets.

When you select SRC from the Cust om Di st ri buti on Menu, it asks you which sets of source code
you want to install.

Pleaze check off thosze portionz of the FreeBSD zource tree
youw wish to install,
CX1l ase
[X] c Ausrdzroscontrib (contributed software?
[x] g Susrdsrodgnu tsoftware from the GHU Project?
[x] e Susrdsrocsetc imiscellaneous system files?
[x]1 g Jusrdsrosgames (the obvious!
[x1 i Ausrdzrodinclude (header files?
[x1 1 Susrdsroslib {system libraries?
[x1 1 Ausrdsroslibexec (system programs?
[x1 1 Ausrdsrocslkm {Loadable Kernel Modules?
<1 r Jusrdsrocsrelease (release-generation tools?
[X] b Susrdzrocsbin tsystem binaries?
[X] = Ausrdzrosshin (system binaries?
[x] = JAusrdsroSzhare (documents and shared fFiles)
[x] = Jusrdzroszys (FreeBSD kernel!
(ST Cancel

At the very least, | would install Sys, the FreeBSD kernel sources. Thiswill allow you to build your
own kernel.

10.5. Step 4) Format and Configurethe Media Type

10.5.1. Installing froma FreeBSD CD-ROM
10.5.2. Installing froman FTP Ste

FreeBSD can be installed from a variety of different installation
media. ranging from floppiez to an Internet FTP zerver, If you re
installing FreeBSD from a supported COROM drive then thisz iz generally
the khezt media to u=ze if you have no overriding reazon for us=ing other
media,

Inztall from a FreeB5D CORD

Install from an FTP =s=erver

Install from an FTP zerver through a firewall
Install from a 005 partition

Install over HFS

Inztall from an existing filesysztem

Install from a floppy disk =set

Inztall from SCSI or QIC tape

mwmmnwm%
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10.5.1. Installing from a FreeBSD CD-ROM

Toinstall from aCD-ROM:



Just stick the CD in to the CD-ROM Drive and sysinstall should find it. Aslong as your CD-ROM
driveisrecognized at start up, you should not have problems. Most ATAPI IDE and SCSI
CD-ROM s are supported.

The newer installation CD-ROM’s for FreeBSD are bootable. If your computer supports booting
from aCD-ROM, all you need to do is stick it in the CD-ROM drive and REBOOT the machine.

Pre-FreeBSD-2.2.5 Users:

The IDE/ATAPI CD-ROMs need to be setup as a slave on the Hard drive controller. It
will not be recognized properly as a master on the second Hard drive controller This
has been fixed in recent FreeBSD releases.

10.5.2. Installingfrom an FTP Site

Pleaze =elect the =site closest to youw or "other" if you'd like to
specify a different choice, Also note that not every site listed here
carries more than the hasze distribution kits, Only the Primary site is=s
guaranteed to carry the full range of possible distributions,

Specify szome other ftp =zite by UREL
current, freehzsd, org
releng22, freebsd, org
releng2l0, freebsd, org
ftp,ar,fresbzd,org
ftp,au, fresbzsd,org
ftp2,au, freshzd, org
ftp3,au, freehsd, org
ftpd. au. freshzd.org
ftph, au, freehsd, org
ftp,br, fresbsd, org

NI IDMMWES
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Installing from an FTP site is one of the easiest waysto install FreeBSD. It simplifies things
greatly, because all you need is a boot disk and an internet connection.

Just Select asite that is close to where you are and press ENTER.

It is possible to install from alocal FTP site that you have prepared. The site must include copies of
all the distributions you wish to install. Thiswould be helpful if you are planning to install several
times from aslow link to the Internet. The distribution could be downloaded ahead of time and
installed as many times as needed from local FTP site. See the section on Pr epari ng

Di stribution Sets foralist of what to download and where to put it.



If you are using PPP ower a =erial dewice. as opposed to a direct
ethernet connection. then you may first need to dial your Internet
Service Provider uszing the ppp utility we provide for that purposze,
If you"re using SLIP over a zerial device then the expectation is
that you have a HAROWIRED connection,

You can also install over a parallel port wusing a special "laplink"
cable to another machine running a fairly recent (2,0 or later! wersion
of FreeBSDH,

[1SMC B0xx: Hovell HE1000-2000: 3Com 3C503 card
Parallel Port IP fPLIP} using laplink cahkle

SLIP interface on serial port O (COML:

PFP interface on szerial port O {COML1:

SLIP interface on =zerial port 1 (COMZ23

PFP interface on zerial port 1 (COME)

- - I

[T Cancel

Toinstall using FTP, your computer must be configured to reach the FTP site. Y ou can do thisa
variety of ways.

If FreeBSD has detected a device that it could possibly connect, using FTP, protocols to another
machine with, it will list them here. Thislist includes, Network Cards, COM ports, and parallel
ports. If you have installed a Network Card, but it isnot listed on thislist, FreeBSD did not detect it
during start up. Y ou may need to check for the device during boot up, and make sure the IRQ and
other address settings are correct.

Once you have selected an interface (Network card, modem, etc...), you will need to give your
computer an identity on the network.

Hetwork Configuration q

Host: Domain:
wiggy .foo.com W foo.com W
Gateway: Mame serwver:
10.0.0.1 W 10.0.0.3 ]
Configuration for Interface del q
IF Address: MHetmask :
10.0.0.2 W 255.0.0.0 ]

Extra options to ifconfig:

Ok w CAMCEL

Y ou have to give your computer aname. In the host field, enter in the name you have given this
computer. Thisfield can be anything of your choosing. It should be unique in your domain. In this
example, the computer’s name iswiggy. Y ou only need to enter the name, the domain name will
automatically get added to the host field as soon as you fill in the domain field. The domain name
should be given to you by your ISP. A domain name is unigue to a particular site or business. Each



computer should have an individual hostname, but acommon domain name. Kindalike first and
last names in afamily.

In the Example, the domain name isfoo.com If you are configuring this for the Network or Internet,
an | P address, gateway address, and nameserver | P address are also necessary. All of these should
be provided to you by your ISP (Internet Service Provider).

The Gateway addressin an |P address that TCP/IP uses to know how to get out to the internet. It is
the address of the router that acts as agat eway between you and the internet.

The Name Server address is the | P address of the computer that will trand ate internet namesinto IP
addresses so that TCP/IP protocols can connect using easy to read names. For example, freebsd.org
isat |P address 204.216.27.18. However, that is very hard to remember. The DNS (Domain Name
Server) will trandate that | P address into something readable to us, and vice-versa.

The IP address is your personal |P address that belongs to the machine you are setting up FreeBSD
on. The hostname you just gave it will correspond to this IP address. An entry will need to be setup
later in your DNS to make this happen. Do not pick arandom |IP address. Each |P address has to be
unique on the internet. Please get this information from your I SP.

The Netmask is an indication of the relationship between the | P address on this machine and the
Gateway |P address. Each 255 that appears in the Netmask means that that field is the same in both
Gateway and local 1P address. The standard Netmask is 255.255.255.0. This netmask tells us that
the first three sets of numbers on the | P address match with the first three numbers on the Gateway
| P address.

| P address: 123.123.123. 12
Gat enay: 123.123.123.1
Net mask: 255. 255. 255. 0

Thiswould be a correct scenario. If the numbers differ in the fields, either the netmask would need
to be opened up abit, or arouter would need to be installed between the two sets of numbers. A
router would create a reachable gateway.

| P address: 123.123.111.12

AN(These are Different.)
Gat eway: 123.123.123.1

ANN(These are Different.)
Net mask: 255. 255. 255. 0

ANA(Therefore this mask bl ocks them)

Thiswould not be areachable Gateway. If the Netmask was opened up to 255.255.0.0, then the
Gateway would be visable.

Y ou do not need to give any parametersto Extra options to ifconfig.

From here you are ready to start installing the actual files. Just select oK. If you are in the Novi ce or
Expr ess ingtalls, it will move you ahead and ask you if you are sure you want to do this. If you are
in acustom install, you have to select Conmi t from the install Menu

If you experience any difficulties, copy down any error messages you received during the install
process and consult the FAQ and handbook for anything relating to that topic. Then search the
mailing list archives. If that reveals nothing, consult the people on the questions@freebsd.org
mailing list. Be sure to reference the errors you received.



11. Upgrading FreeBSD Versions

Caution:

Just to be safe, backup all of your data before upgrading a system.

Welcome to the 2.1.x {or 2,0,5) - 2.2 upgrade procedurel

It must first be =zaid that this upgrade DOES HOT take a particularly
zsophisticated approach to the upgrade problem. it being more a
guestion of providing what seemed "good enough" at the time, A truly
polished upgrade that deals properly with the broad spectrum of
installed 2,0,5  2,1,x =zystemsz would be nice to have. but until that
gets written what you get iz thisz - the brute-force approach!

What this upgrade will attempt to do i= bhest summarized thusly:

. fFsck and mount all file =systemz chosen in the label editor.

Azk for a location to preserve your Setc directory into and do =o,
Extract all =selected distributionsz on top of your existing =system,
Copy certain obvious files back from the preszserved Jetc. leaving the
rest of the Jetc file merge up to the user,

Drop uszer in a shell =zo that they may perform that merge before
rebooting into the new system,

+

+
+

1 Pl PO

+

And that™=z it! Thiszs "upgrade" iz not going to hold your hand in all

The first thing an upgrade asks you is where to mount your partitions. It isimportant to label your
partitions the same as they were previously. For example, you have a 100M partition named
sd0s1f, and a second 100M partition named sd0s1g. The partition sd0s1f ismounted on/ hone,
and sd0s1g ismounted on/ var . If during your upgrade, you switched the disklabels on those two
partitions, the upgrade would start copying the files that belong in/ var on to your users home
directories, because they were kept on sd0s1f . S0, if you delete, or mis-label, adisk partition, you
may lose, or screw up, al information stored on that partition.

When you upgrade from a2.2.1 or earlier -RELEASE, you will be upgrading to the new r c. conf
files by hand.. You will no longer be using the/ et c/ sysconfi g fileto configure your server. You
will have to convert the information from/ et ¢/ sysconfi g into/etc/rc. conf.



reeBSH Dizklabel Editaor

Partition name:
Part Mount Size Newfs Part Mount Size Newfs
sdizla  <nonex E2ME *
zdizlb  zwap 128ME SWAP
zd0=1f  <nonex 1546HE *

The following commands are walid here {upper or lower casel:

L = Create D = Delete = Mount pthl = Write
M = Mewfz Optz T = Mewfz Toggle U = Undo [l = Finizh
A = Auto Defaults for all

llze F1 or ? to get more help, arrow keys to select,

Note:

Make sure you know where your volumes are currently mounted before you start an
upgrade, so you can remount them in the same place

12. Post install Configuration

If youwe already installed FreeBSD. you may use thiszs menu to customize
it zomewhat to suit your particular configuration, HMost importantly.
you can use the Packages uwtility to load extra "3rd party"

software not provided in the basze distributions,

Uzer Managemen Add user and group informatio

Customize szystem console hehawvior

Set which time zone you re in

Change the installation media type

Select the type of mouse you have
Configure additional network services
YiewsSet various installation options
Install pre-packaged software for FreeBSD
Set the system manager”s= paszsword

Go to the HTHML documentation menu {post-install?
Configure ®xFreeBe&

Install additional distribution sets

OXID OO~ Om b
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During the Post install procedure you get a chance to do alot of configuration to you system. you
can:

® Add Packages
® Set up Users and Groups

® Set up Basic Networking Services



® [nstall Additional Distributions.
® Configure system wide settings.

® Set the Root Password

13. Adding Packages

To mark a package. move to it and press SPACE, If the package is=
already marked., it will be urmarked or deleted (if installed?},

To zearch for a package by name. press ESC, To szelect a category.
prezss RETURM, HOTE: The ALl category selection creates a very large
submenu, If you select it. pleaszse be patient while it comes up,

Htilities for archiving and unarchiving data.
Applicationz related to astronomy,

Audio uwtilitie=z - most require a supported zound card,
Htilitie=s for measuring system performance,
Computer Aided Design utilities,

Ported =software for the Chinese market,
Communications utilities,

Format conversion utilities,.

Datahaze software,

Software development uwtilitiez and libraries,
Common text editors,

mn.n.nnnnu'mmmH
[
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Packages are pre-compiled software that have been assembled for use with FreeBSD. Packages are
really just software packages, like you would purchase from a vendor, except they have been
packaged by people who work with the FreeBSD project and are available for free. They are the
work of people who have either written a software package especially for FreeBSD, or have taken
an aready existing piece of software and packaged it for installation on FreeBSD. Packages are
designed for a specific -RELEASE, in other words, they are compiled on the current version of the
operating system and may have unforeseen results if used on an untested version.

Packages are very easy to install. They can be installed several ways.
® From the Sysinstall Packages Menu

® Using the command pkg_add

® The hard-way; uncompressing and installing each component by hand.

For more information, see the section on Addi ng Sof t war e

14. Installing the Ports Collection.



lWould you like to install the FresBSD ports collection?

Thiszs will give you ready access to over BOD ported software packages.
though at a cost of around 35ME of disk space when "clean" and possibly
much more than that if a lot of the distribution tarballs are loaded
funless you have the 2nd CD from & FreeBSD CDOROM distribution available
and can mount it on Scdrom. in which case this is far less of a problem?,

The ports collection iz a very valuable resource and. if you have at least
100ME to spare in your Susr partition. well worth having around,

For more information on the ports collection & the latest ports, wisit:
http: A, Freebsd., orgs/ports

L Yes 1 Ha

During the install process, it will ask you if you want to install the Ports collection. The Ports
collection is a source code distribution of the Package collection. Programs from the Ports
collection get compiled for each -RELEASE of FreeBSD and placed in the Package collection.
Getting a program from the Ports Collection, instead of the Packages Collection, iskind of like
getting an uncooked pizza, it takes more work, but you can pick off the onions if you want.
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15.1. User Names and Passwords-- Logging In

When you boot FreeBSD, you'll see the hardware detection messages scroll by on the screen,
followed by some information that indicates what daenons are being started. When everything is
said and done, you'll be left with ** The Login Screen’’. It will resemble the following:



Mme

RUNNING,

1RE/1ib fu=r/local/lib

1 EOT 1997
FreeBSD (spokane,quickwebh,com’ (thywl)

login:

If you've never used a multi-user operating system before (DOS, Windows, and Macintosh are all
single user.) the concept of “‘logging in’” will be new to you. FreeBSD iswaiting for alogin - a
login is simply the name that you supply to FreeBSD to identify yourself to the operating system.
FreeBSD keeps track of which names are permitted to log in or access the system, and only allows
valid users to have access. When you successfully log in, you'll be presented with an interface to
the operating system - the Unix Environment covered later in this chapter. Generally login names
reflect a person’s real name (for example, on my home system my login name isnar k on alarger
server at the University, my login nameis mmayo - to distinguish me from all the other Mark’s on
the system). Login names must be unigue on a particular system.

To gain access to the system, you type in your login name. If you are booting FreeBSD for the first
time, the only account that isvalid is that of the SuperUser: *‘root’’. Typer oot at the Login:
prompt and press ENTER If you specified a password for root during the installation you' |l be asked
for it now; otherwise the system will immediately log you in asroot. If you are new to Unix, you
would be wise indeed to read the section entitled The Super User presented later in this chapter.

Things to remember:

® FreeBSD login names and passwords are case-sensitive. Root is different thanr oot , ROOT,
and r ooT. With out strong reasons, it is suggested that you use all lowercase for your user
names, keeping them to 8 characters.

® Theroot login does not restrict you in any way. You are god of your OS. With one simple
command, you could wipe out everything! Cool huh? For this reason, use the root login only
when necessary. Avoid experimenting with commands when you are root.

® System administration is another term you will see often. A system administrator is the actual
person who sets up and maintains the FreeBSD (or any other) system. Y ou are the system
administrator of your home PC, but your roles (fortunately) are far less consuming than the
system administrator of alarge public server. System administration generally requires
SuperUser privileges.



One of the most useful things about FreeBSD isthat you can ‘‘log in’’ from just about anywhere!
FreeBSD usesthe notionsof ttys - *‘“terminals’ that can attach to avirtual terminal (ttyv - such as
your screen), a pseudo terminal (ttyp - such as a network connections from another Unix or
Windows computer), and serial terminalsin case you happen to have an old DEC vt100 terminal
device lying around :-) Terminals, combined with the concept of logging in make FreeBSD/Unix a
dream to administer remotely! Another side-effect of the multi-user ttysisthat YOU can be logged
into your own system as many times as you want. If you’'ve just started FreeBSD for the first time,
then it may not be obvious too you how to get multiple logins going at the same time. It’ s easy, just
hit ALT-F2 to switch to ‘*virtual console 2"’ and you'll see another login screen. By defaullt,
FreeBSD ships with 3 virtual consoles (ttyv0-2), reachable with ALT-F1,ALT-F2,ALT-F3. Go
ahead and try switching between consoles! Having multiple sessions (logins) going can be
extremely useful. For example, say you want to search for the word **foobar’’ in the entire

/ usr/ src source tree! Depending on the speed of your disk and CPU, this could take quite awhile
- say 2 minutes - so instead of waiting around doing nothing while the command grinds away, you
can switch to another console and continue working on whatever you want.

Logging Out!:
Logging Ouit!
When you’ re done doing whatever you were doing it’stimeto log out! Y ou can either

typel ogout or exi t . Once you've logged out, you' Il see the Logi n: prompt again,
indicating your system is ready for more abuse :-)

Note:

Theterm ‘*account’’ is synonymous with ‘‘login’’ Some people use the phrase account
to encapsulate a user’s entire set of rights and possessions on the system (hislogin
permissions, files, home directory, mail account, etc.), and use the term login to refer
to the user’s *‘account name’’ At any rate, the two terms can be used interchangeably
and their exact meaning varies depending on who you talk to :-) For clarity, we will
always append ‘‘name’’ after account or login to indicate we' re only talking about the
user’slogin name...

15.2. The SuperUser - root *

In FreeBSD (and just about all other UNIX system) the superuser login nameis root. No mater how
large or small the system may be, if you can login as the user root, the system is wide open for you
to do whatever you please. Obvioudly, letting anyone log in as root is a Bad Thing(tm). Remember,
root can do *anything*. Only you should know root’ s password.

To prevent unauthorized access, the root login should always have a secure password. By default,
in FreeBSD, root does not have a password; it’s up to you to changeit. The trick is picking a good
password. It's been known for quite some time that people tend to pick passwords that they can
easily remember (we're humans, after al): their birthday, their home town, an item on their desk,
and so on. The problem with these passwords is that they are easy to break, either through guessing
or by more sophisticated methods of attack.

So picking a‘‘good’’ password isimportant if your machine will be connected to a network (a
LAN, or the Internet). The best passwords combine a mixture of Upper and Lower case characters,



aswell as numbers. A fine example would be: 34DodgesU, or Beezl 891. It's even better if there are
no ‘‘real words'’ in your password, since one common form of attack isto exhaustively try
common combinations of words and numbers against your password entry. Personally, | think a
password should be pronounceable, since it minimizes the risk that you might forget it. Try

memorizing S8t 4W«l T43Dc23Hi i U2 and you' [l see what | mean...

Finally, perhaps the best approach to password privacy is to never write your password down, and
to change it every so often. There are system administrators that change their (and root’ s) password
several times per week. Many people recommend a more reasonable time frame of 2 to 3 months.

Also remember that you should only be the SuperUser while you are performing System
Administration tasks. For 'normal’ activities, it's always a better idea to do them as a mere mortal
since mere mortals can’t wipe out the entire operating system so easily.

To **become’’ the SuperUser while you're a normal user, you need the command su. su stands for
“*switch user’” and you can use it to su to any other user on the system. If you just type'su’ by
itself, it is assumed that you want to su to root - the SuperUser.

War ning:

In FreeBSD, you must be in thewheel group to su to root.

So go ahead and put yourself in there now. If you have no idea what I’ m talking about, just wait
until we get to the section ** Creating/Adding Users'’ and it will all be explained.

15.3. The Unix Environment *

15.3.1. The SHELL
15.3.2. The UNIX Philosophy
15.3.3. Using the TCSH - a walk through a day on the command-line

The Unix environment, for the most part, involves two aspects:
® The Shell
® The User Environment

| can’t redlly tell you exactly what the Unix environment is - but | can tell you what most people
believe contribute to "it". Really, the Unix environment is just FreeBSD’ s interface onto itself.
Huh? Think of it thisway: Y ou need to get things done, and the operating system iswilling and
ready to perform these tasks. But you need away to talk to FreeBSD before you can go anywhere.
The "Unix Environment" is the collective services, features, and ideologies that represent the
interface to the operating system. If you want to work with FreeBSD (or any Unix for that matter),
you need to use the Unix environment to get your work done. Aswe will see, the Unix environment
not only “‘lets” us get our jobs done, but influences how we approach and solve problems. I'll talk
about this philosophy of design after a brief introduction to ** The Shell’” We will end up this
section with a hands on walk through of how to use the shell, and the rest of the Unix Environment.

15.3.1. TheSHELL



The most visible part of the Unix system -- the part that prompts you for commands and appears to
do your bidding isthe shell. A shell isauser interface: it talks to the Operating System for you and
grants each logged in user system resources (like processor time, disk storage, memory, etc.). The
primary purposes of the shell are to provide prompting, command interpretation and execution, and
error reporting. You tell the shell what you want done by typing in commands after the prompt. It’s
very similar to the command interpreter under DOS, but infinitely more powerful and functional.
Instead of presenting users with "C:>", most Unix shells present you with "$" or "%". Naturally, the
prompt can be changed - more on that |ater!

There are many different Unix "Shells" available. By default, most people will be using the‘*C
Shell (csh)’” under FreeBSD. Y ou can tell if you are using this shell if your command prompt has
an"%" init. The C Shell isthus called because it is modeled after the C language syntax. For added
functionality (including command line editing and an interactive *‘history’’ mechanism), you can
use "t csh", which has become quite popular and has very similar syntax to the csh. Also available
are the Bourne Shell (sh) and the Bourne Again Shell (bash). bash is the default on Linux systems,
whereas tcsh or csh are generally the defaults on BSD systems. Finally, thereis also the Korn Shell
(ksh) written at Bell Labs - ksh has become a de facto standard on System V based UNIXes. There
isafreeimplementation called "pdksh" (public domain ksh). Many people consider thet csh the
most feature rich, but that doesn’t mean it’ sright for you. The only way to know for sureisto try
them all out and see which one turns your crank. t csh, bash, and pdksh are all availablein the
FreeBSD Packages Collection.

Note:

Although you spend most of your time in what’s known as the * ‘interactive shell’’,
most shells also provide a high-level programming language (scripting language) that
istypically used to automate mundane day to day tasks. That being said, Perl is quickly
replacing this use of shell languages in many sysadmin circles, and for this reason we
will only look at the shell from an interactive stand-point. If you do want to get into
shell programming, there are many books available on the subject!

15.3.2. TheUNIX Philosophy

Before we get started with how to maneuver around your system with a shell, we need to get

several things out of the way first. When the powers that be created Unix, they had a certain idea, or
goal, about how it should work. Thisisloosely referred to as the "Unix philosophy”. It can be
summed up in the simple phrase: "Small is beautiful”. The philosophy has grown from the UNIX
community instead of being forced upon it. According to Mike Gancarz, in ** The UNIX
Philosophy’’, there are 9 major ‘‘tenets’ of the Unix philosophy. Several are significant to your
understanding of how to make the most out of your FreeBSD system:

1. Small isbeautiful
2. Make each program do one thing well
3. Make every program afilter
Theidea here is that small programs are simple, and therefore easier to understand. A natural side

effect isthat a program should only do one thing - if you want more than one thing done, you just
connect different individual programs to accomplish your task. That’s where filters (also referred to



as pipelines) come into play. Every program is afilter in the sense that it produces an output given
an input. The output of one program can be fed into the input of another program, and vice verse.
You will see what | mean once we get to some concrete examples in the next section.

15.3.3. Usingthe TCSH - awalk through a day on the command-line

Personally, | uset csh as my shell, and for this reason we'll focus on this shell in particular aswe
walk through several examples of how to take full advantage of your shell. t csh isamodified
version of the C Shell (csh). It’ s fully backward compatible with csh, but it has many new features
that make user interaction much easier and more efficient. The biggest areas of improvement are
command-line editing, and history navigation. For me, these make life on the command-line much
more enjoyable. Everything we'll say about input and output redirection, pipelines, prompts, and
job control isidentical to the standard csh. If you don't havet csh installed on your system (just try
typing 'tcsh’ to find out) then you can add it from the Package Collection.

Pipes and Filters

tcsh provides a mechanism to connect programs together - the filter mentioned above. It is caled
"the pipe", to represent the directional flow of data "through the pipe". With tcsh, the pipeis
represented with the | " character. Before we can use a pipe, we need to know two UNIX
commands: who, and wc. who givesalist of each user that is currently logged onto the system,
whilewc counts words. Let’s say we want to find out how many users are on the system. Here's
how you ask:

vinyl %who | we -1

8
vinyl %

Whoah! There's quite abit going on here. First of al, you should recognize that the "vi nyl %' is
my interactive prompt (I’ ve made a ssmple modification to the prompt to let me know what
machinel’mon - inthiscase ‘*vinyl’"). It's begging me for commands, and | fed it the command
"who | we -1". Theanswer was 8. Let’ stake acloser look at what happened. Normally, the
command who by itself would perform like this:

vi nyl % who

mar k ttypO Jun 20 18:04 (131.111. 238.108)
dl ow ttypl Jun 9 10:53 (204.27.111. 42)
chrisc ttyp3 Jun 20 17:46 (208. 8.24.42)
gabor ttyp4 Jun 19 13:10 (206. 222. 78. 163)

vinyl %

Notice that thereis one user per line. We want to take this result and do something with it. In this
particular case, we want to count the number of lines, which will be the equivalent of counting the
number of users currently online! So what wedois‘‘pipe’’ the result of the who command into the
we command. we sees the output of the who command as its input, and processesiit. The final thing
to note is that we gave the wc command a " command line option”; the- 1 part. "-I" simply tellswc
to count lines instead of words. The example above demonstrates quite a bit about the UNIX
command line. If you' re confused, the best way to learn is by picking afew commands and
experimenting. One of the most common uses of the pipe on the command line is with the programs
"more", or "less’. Anytime a program gives an output result that is more than a page long, the best



way to view it one page at atimeisto pipe the result into nor e. For example: 1 ast | nore. This
lets me see the output of the command | ast ( which outputs alist of all the users who have "last"
logged onto the system) one page at atime. Quite useful indeed.

Command Completion

Command completion exists in the tcsh to make your life easier. With command completion, the

shell is able to determine which files you are interested in on it’s own. It will become clear what |
mean once you see the following example. Remember the the cd command "changes directories’.
Lets say you have the following directories and files in the current working directory:

vinyl %ls -F
News/ bi n/ code/ ganes/ mail/ resune. asci i test/

If you want to change directories from the current working directory to the test subdirectory, you
would enter the command:

vinyl %cd test

With command completion, you can save on your typing by recognizing that the directory name
"test” isuniquely identified by the itsfirst letter, 't'. So all you need to typeis:

vinyl % cd t<tab>

The <tab> is of course the actual tab key found on your keyboard. When you hit the tab key tcsh
will fill in the rest of the filename for you! This can be areal help with longer file names and makes
moving around on the command-line much quicker. Instead of the Tab key, and the standard csh
uses the ESC key.

Wildcards

Wildcards allow t csh to match more than one file at atime. It supports the three standard file
wildcards supported by pretty much all shells:

® * matches any character or any number of characters
® ?matches any single character
® [...] matches any single character contained within the brackets

The * wildcard can be used to do the same thing as command-completion above. If you entered a
command like

cd t*

and only one subdirectory in the current working directory begins with the letter t, this command
would behave the same as if you had used command-line completion by pressing the Tab key. The
* matches any number of characters, so in this case it will match anything behind the leading t
character, such as’test’ from the example above.

A more common use of wildcardsis for working on multiple files however. Oftenthel s isused as
follows:



vinyl %ls -1 *. htm

Thiswill show you all the files that end with’.html’ -- your web pages. The best way to get afeel
for wildcardsisto just play around with various combinations. Look at the results and figure out
how the command behaved. After avery short period of experimentation I’ m sure you will have
wildcards mastered!

Command History

Coming soon...

Sorucing up TCSH’ s default behavior

Both csh and t csh read configuration files when they start - .cshrc and .tcshrc respectively. t csh
will also read the .cshrc fileif no .tcshrcfileis present. Y ou can customize the behavior of the shell,
and set environment variables in the startup files. Remember that you needto usel s -a to seefiles

that start with a period!

Skip ahead to the Sample Configuration section for an example of atypical .tcshrc and .cshrc
config file.

15.4. Changing Passwords *

Changing passwords in FreeBSD is quite ssmple. It is accomplished with the command passwd.
When you type in the command you get:

an all-lower d.
lization, contr z or digits are =

Note that my first two attempts at a new password were not accepted. First, | picked a password
that was too small, and then | picked a password that was all lower-case |etters. Both passwords are
easy to guess or crack, so FreeBSD refused to let me choose such weak passwords. My third
attempt was more than 6 characters, and was a mix of upper and lower-case |etters - that one
worked. After you enter a suitable password you are asked to retype it to make sure you didn’t
make a mistake. That’siit!

If you are root, you can change anyone’ s password (although you can never |earn what someone



else’ s password is) by typing passwd fred (for example). Asroot, you can also insist on an
insecure password by ignoring the warnings. If you’ re on your home machine, and it’s never
connected to the Internet, thisis probably fine.

The other related command you might want to investigate is chpass. It will let you set things for
your login like what shell you want to run, your full name, and what your Office and Home phone
numbers are!

Finally, if you ever want to make changes to the password file directly, you use the simple
command vi pw. Note that this stands for **vi password’’ which implies that you can get around in
vi . (In case you were wondering, vi isan excellent text editor that is pretty much the standard on all
UNIX Operating Systems - we explainit in full later on in the book.) It's agood ideato see what
the password file looks like, and after you' re comfortable in vi please try this command out. As
with al the FreeBSD password utilities, if you do make a change, vipw automatically rebuilds the
password database for you.

15.5. Creating/Adding Users*

Adding usersin FreeBSD is simple, since there is a handy little system command that does all of
the work for you: adduser . Adding a user to a system involves setting up afew things, and before
we step through the adduser command, it would be best for you to know exactly what has to
change on your FreeBSD system for a user to *‘exist’’

® First of all, FreeBSD must know what users are alowed to login, and what their passwords
are so it can validate the login requests. All of thisinformation is stored in the ‘* password
file’’. A plaintext version of thisfile, suitable for human consumption, islocated in
/ et c/ passwd. Go ahead and take alook at thisfile (typecat /etc/ passwd). You should see
abunch of linesthat look alot like:

dirk:*:1061: 1061: Dirk Jessberger:/home/dirk:/usr/local/bin/tcsh

This line contains most of the information needed about the user named *‘dirk’” Thelineis
separated into separate pieces of information by the : character. The first part should be
obvious - it'sthe ‘*user name’’. The next two numbers are the “*user id”’ and the *‘group id’’.
Every user in FreeBSD belongs to a primary group (and as we will see below, can belong to
many secondary groups). The next section isdirk’ s full name, ** Dirk Jessberger’” The last
two sections say where dirk’s * *home directory’’ is (the location on the file system that
belongs to him), and what shell FreeBSD should start for him when he logsin.

® |nformation about what other groups dirk belongs to, as well as the name of his primary group
(group pid 1061) is stored in the ** group file'’, which you can view by typing

cat /etc/group. Youseelineslikethis:

dirk:*:1061:dirk
geeks: *:1023: mar k, t bur gess, sar ahs, j gt ur ner, pwar dr op, gabor, kar en

The format is similar to the password file, and in this case the first section of the line says that
the group called *‘dirk’’ is known by the *‘group id’’ 1061, and the user ‘“dirk’’ belongsto
this group. In other words, the user dirk belongs to his own group: dirk. Thisisthe default -
users have their own groups. You'll seein the second line, however, agroup called *‘ geeks’’
with ““gid’’ (group id) 1023, and a whole bunch of people who belongs to the group ‘‘ geeks’’



A little later, when we deal with file permissions, we will see why this type of situation might
be desirable.

® Finally, when auser logsin, they need a‘*home directory’’. A home directory is owned by
the user, and is‘‘where you put your stuff’’. Y our home directory also holds your ‘*dot
files’, which are config files (such as .cshrc) that tell various programs how to behave. In
FreeBSD, user home directories are usually located in/ hone.

Now that we' ve seen what FreeBSD needs to know in order to host a user, lets take alook at the
program adduser . Adduser checks the passwd, group, and shell databases (which are built from the
text files mentioned above) when adding users to make sure everything is valid. Adduser al'so
creates a passwd/group entry for the user, a HOME-directory, dotfiles and sends the new user a
welcome message! Asyou can see, the adduser program does pretty much everything for you, and
saves alot of time compared to the old method of manually setting up an account for a new user.

Adduser is an interactive program, meaning that by default you start it up with no arguments
(command-line options) and it asks you questions, which you answer, until it has all the info needed
to add the user to your system.

ok, let

Don't w ; ez, 1 will give you the chance later to correct any inpu
t.

Enter username [a-z0-9]: [l

15.6. Unix System Commands

Start in Late July.

15.7. Eraseand Kill Characters

Start in Late July.

15.8. Shutting down FreeBSD *

FreeBSD is a sophisticated, multi-user, multi-tasking operating system. It's not DOS. Y ou can't
simply ‘*power off’” with the power button on your PC without first telling FreeBSD that you wish



to shutdown. If you want to know why, continue reading. Otherwise, just skip ahead to the next
paragraph for the necessary commands. When your FreeBSD system is up and running, it goes
through alot of measures to optimize performance. One of the biggest ways to optimize
performance is through the use of ‘*buffers’. When you read or write to the disk, data is moved
into and out of buffers. Y ou can think of buffers as buckets. Lets say | have a hose running, and it
only reaches so far. Unfortunately, I'm still 5 meters away from my pool, and | need to get water
into the pool. Obvioudly, it’s not very efficient for my to take one glass of water at atime from the
hose over to the pool. I'd use a bucket - or more precisely, I'd place the bucket under the hose, and
when the bucket fills up I’d dump it into the pool. Get it? The FreeBSD equivalent is: it'sslow to
write to the disk, so | want to minimize the trips | have to make to the disk. So when I’'m writing a
file, | place the information | need into buffers until I have enough to make it worth while to go and
visit that low old hard-disk. Then | can write everything out at once. Since buffers are stored in
RAM, if you just cut the power to your computer, there is a chance that some of the information
you thought you wrote to the disk never actually made it there! And that would be crappy. Asit
turns out, FreeBSD (actually, the filesystem FreeBSD uses) ‘‘syncs’ data from the buffers out to
the hard disk every 30 seconds - but even then there is no guarantee that sync will moveit to the
disk right away. If the system is under low load (a measure of how busy the CPU is - usually very
low on aworkstation, but it could be quite high on a multi-user server) then it'sunlikely that data
will be sitting in a buffer for more than a couple of seconds. So, you need to tell FreeBSD to take
whatever is sitting buffers and dump it to the disk. Hence, the shut down command. It slices, it
dices, it sync’'s, and it notifies! What more could you ask for?

To shutdown FreeBSD, you use the shut down command! Depending on what arguments you give
it, it will behave differently. For example:

shut down -h now Tells FreeBSD to shutdown, halt the CPU, and do it now.

shut down -r now Tells FreeBSD to shutdown, and then reboot the system. Do it now.

reboot Doesthe sameasshut down -r now.

When you do the shutdown command, a broadcast message will be sent to all users currently
logged in that the system is going down. Instead of ‘*now’’ you could say shut down -h +5 which
will bring the system down in 5 minutes. Every minute FreeBSD will send a broadcast message to

all users warning of the impending shutdown. If you just want to kick everyone off, shut down -k
now Will do so, and will also prevent anyone else from logging in!



-om mark@spokane, quickweb, com ek

In summary, using the FreeBSD shut down command is not only the *‘safe’” way to stop your
system, but also the “*friendly way’’ :-)

16. Directories And Files*

16.1. Reading the Manual Pages *

16.2. The File System*

16.3. Viewing Text Files*

16.4. Moving Files Around *

16.5. Managing Permissions *

16.6. Text Editing in System Administration: vi *
16.7. IN-DEPTH VI.HELP *

Start in Late July.

16.1. Readingthe Manual Pages *

The FreeBSD manual pages (or manpages as they are usually called) describe nearly every user
command, administrative command, library call, and file format used on the system, plus some
other informative tidbits (like a built-in ASCI|I table). Each page includes a summary, lists al the
options available with the command, and generally goes into detail about the command and refers
you to related pages.

Man page information is only available on actual commands, not to aliases you set up in your .cshrc
file.

To access the Manual Pages, typein man command at the Unix Command Prompt with out the
quotes. Substitute the word **command’’ with the command that you are interested in learning
about. For Example:

/usr/ hone/chris> man |I's

The above command will generate amanual page explaining the use ofl s. While you are viewing



the man page, you can control the screen the same way you would control anor e session.
Pressing these keys will result in the following:

® "qg" Will quit the current man session.

® "b" Causes Man to go back to the previous screen.

® "j" Causes Manto go forward oneline.

® "k" Causes Man to go back oneline.>

® "<SPACE>" Causes Man to go forward one page.

Note:

In order to access the online man pages, you must have the man distribution installed
on your system.

man searches al the directories specified in the MANPATH environment variable to find the page you
requested.

Y ou can adjust the MANPATH search string to include custom man page directories so you can
add your own man pages. Man Pages are divided up in to Nine sections. The first of these contains
al of the user commands.

Almost every install option in the FreeBSD sysinstall includes the manual pages. So unless you

have selected the custom install and didn’t choose the man pages, you should have access to them
on your system

16.2. TheFile System *

When you are new to UNIX, especially when converting from a non-UNIX operating system like
DOS or MacOS, figuring out which commands do what you want can be very frustrating. Most of
the help features built in to UNIX are designed to help you figure out how to fully use acommand
AFTER you have discovered it.
One of the first commands that you haveto learnisi s I s isacommandto *‘list’” or display all of
the filesthat are present in your current path. In order to comprehend all the thingsthat | s can show
us, we need to first understand how UNIX treats files.
There four main types of files:

® Regular files

® Directories

® Devices and Special files

® Linked files



Regular files include programs, data files, pictures, binary executables, etc... These account for
amost all of the filesthat will exist on your system.

Directories arefilesthat allow you to contain other filesin them. On windows and the Mac systems
they are called "folders." All regular files are contained inside a directory. Directories can be
contained in side of other directories, these are called sub-directories. Dos users will notice that the
directory separator in UNIX isthe opposite direction from that in DOS. For more information on
directories see the man pages on pwd cd nkdi r and r mdi r

Devices are accessed through special files that are contained in the/ dev directory. Thesefiles
allow you to control various parts of the computer, such as your modem or floppy disk. Device
drivers access these files to give instructions to things like your mouse or sound card.

Also reference the man pages for: MAKEDEV, mknod, and

Link filesare alot like pointersin C. Links come in two types: real links and symbolic links. Real
links are actually another name for thefile. A real link has afew limitations, it can’t be linked to a
directory and it must exist on the same physical disk and disk partition. However symbolic links, or
symlinks as some people call them, don’t have this limitation. A link to afile alows you to move
thefilefrom it'soriginal place, and still alow programs that depend on it to find it. A Symlink can
be thought of as a shortcut to afile. ** Shortcuts’ in Win95 work exactly the same way. Deleting the
symlink doesn’'t delete the actua file, just the shortcut to it. For more information on links, see the
man pageforin

Every file has certain properties. These consist of:

X| Kind of File|
v| Read Wite| X Nunber of Links]|

v| Execut e | v| | | | | | time|

v| perm ssion|v|Ower| Goup | Size |nonth|day|year|File Nane|
CrW-r W rw 1 root wheel 2, 12 Aug 28 1996 zero
brwr----- 1 root operator O, 7 Aug 28 1996 wdOh
brwr----- 1 root operator 0, 146 Aug 28 1996 wd0s3
brwr----- 1 root operator 0, 682 Aug 28 1996 wdOs4
-r-Xr-xr-x 1 bin bin 45056 Feb 28 04:05 cat
-F-Xr-Xxr-x 1 bin bin 53248 Feb 28 04:05 chnod
SPWPWAT - - 1 chrisc bsdbook 416 Mar 24 23:09 .cshrc
STWTWT - - 1 chrisc bsdbook 420 Mar 24 23:09 .login
SPWFWT - - 1 chrisc bsdbook 0 Mar 10 13:38 help
drwx------ 2 chrisc bsdbook 512 Apr 3 01:46 mail

dr wWxr wxr - X 5 chrisc bsdbook 512 Mar 24 23:22 public_htm
| rwxr-Xxr-x 1 root wheel 11 Mar 23 22:56 sys -> usr/src/sys

Filesthat beginwitha*‘.”” are hidden files, and are not usually displayed by | s and by default they
are not acted upon by most other programs.

There are two special filesthat exist in every directory: . and. . theserefer tothe‘*current’” and
““previous’ directories respectively.

16.3. Viewing Text Files*

16.3.1. CAT:
16.3.2. MORE:
16.3.3. TAIL:



16.3.4. HEAD:

Most of the work you do as a system administrator involves text files. Either you are checking a
config file, or viewing alog file. To accomplish the job of displaying text files, Unix provides
several different tools.

16.3.1. CAT:

cat isshort for concatenate. If you don’t redirect it elsewhere, cat will display afile to the standard
output, namely the monitor you are looking at. cat displaysthefile asfast as possible, and will not
stop for page breaks. For Example:

cat nyfile

will display the contents of ‘*myfile’’ to the screen. However, if that file happens to be a non-text
file, such asabinary file, you would see al of the binary escape codes; it might not be a pretty
sight.

If more than one filename is specified, cat will display them one after the other, in order, without
pausing, asthough they were onefile. By using the redirection operator > you can concatenate two
or more files together and create athird file that contains all the information from the other files.

For example:
cat filel file2 file3 > file4d

In this example, file4 would contain al the information from files 1,2, and 3. It would not matter if
thiswas atext file or abinary file, because the information would never be shown to the screen.

16.3.2. MORE:

But what if while we are using cat we have afile that istoo long to fit on one screen, and we really
want to read what it says as it scrolls past us at sub-light speed. Over the years people have come up
with several programs to make the display pause for page breaks and let us read the page before
showing us a new one. One of the first and more popular waysis nor e Two other commands, | ess
and page have recently become popular. Currently, | ess isjust a hacked version of nor e
Fundamentally mor e worksjust like cat except nor e pauses for page breaks and prompts you to
press akey before it continues. However, it isn't always easy to tell which key to press, because it
doesn’'t tell you. It just sitsthere with a‘“stdin’’ in the lower left hand corner. It assumes that we
have read the man page, and know that ‘‘stdin’’ stands for *‘ standard input device'’ ie. the
Keyboard. It iswaiting for usto press the SPACE BAR to go one page forward, the ENTER key to go
one line forward, b to go back a page, or g to quit out of it.

By using the pipe operator | we can route all the information through nor e and make any program
that is displaying text to the screen slow down and pause at page breaks. For example, als -1 R /
will display all the filesin our computer. This would be very hard to read, and we wouldn’t get
much out of it. Butif wedoals -1 R/ | nore thiswill show usthe directory listings one page at
atime and also allow usto stop by pressing q

16.3.3. TAIL:

Sometimes, however, we have areal long file and we are only concerned with the last page of



information. It would be silly to use cat or mor e and wait all the way through 1500 pages of text
just to see the last page. Log files are a prime example of a situation like this. For example, you are
checking the log for the web server and you want to see who the last few visitors are, or you want
to check the last couple of messagesin/ var /| og/ nessages. In situations like these, it is agood
ideatousetail .

If we wanted to see the last messagesin/ var/ | og/ messages, type:
tail /var/log/ nessages

The last page of the message file will be displayed on your screen.
16.3.4. HEAD:

head worksjust liket ai | except it show only the first page full.
Also reference the man pages for: more less head page tail cat

For more information on these commands, see the man pagesfor: nor e, | ess, head, page, tai |l ,
and cat

16.4. Moving Files Around *

Files, they seem to be everywhere; in FreeBSD thisis very true. Except they never seem to be
where you want them. There are basically three things that you can do with files: Create them, Use
them, and Remove them. The rest of the time is spent moving them around from place to placein
your file system. To move files around in afile system, you have to have places to move them to
and from. These places are called directories. Directories are really files that contain other files.
Files can be placed inside a directory and moved from one directory to another.

Directories can be placed inside each other. A directory contained inside of another directory is
called a“*sub-directory’’.

To move afile or directory, we need to use the mv. nv requires that you have at least to parameters
when moving files. (Some people call these *‘arguments’’.)

The first parameter is the source file, or the name of the file you want to move. The second
parameter is the destination, or the place you want to move thefile to. If you specify a directory as
the destination, it will place that file in the directory specified. If you giveit afile name asthe
destination, it will rename your file. If you move a directory using nv, it will rename the directory.

For Example:

mv /usr/local/junk.html /usr/local /'www/ mv /usr/local/html /usr/local imvww mv /usr/local/junk.html
Jusr/local lwww/index.html mv /usr/local/junk.html /usr/local iwww/ mv junk.html junk.htm mv
lusr/local/html/* /usr/local /lwww/

16.5. Managing Permissions*

Security isabig issuein today’s ‘‘ anyone-can-access-your-site’’ Internet environment. For the
new-to UNIX user and even system administrator, keeping access permissions set properly on files



can be amajor chore.

Permissions to afile allow a user to read, write, or execute a particular file based on whether heis
the owner of the file, amember of the group that owns the file, or an ordinary user that is trying to
use thefile. UNIX letsyou set the accessibility permissions for each of the three categories.
Individual file permissions are set with the command chnod. The command umask is used to set the
default permissions that afile getswhen it is created. chnod and umask use a number and column
scheme to represent the particular permissions and the category that they apply to.

There are four columns and four numbers (if you count zero). The columns represent the categories
that the permissions apply to and the numbers are the read and write permissions.

The Col umms:
| columl | colum?2 | colum3 | col um4|
| Special | Owner | G oup | Gthers |
The Nunbers:

In Colum 1 only: 4 |Set User | D On Execution.

| Set Group I D On Execution.
Set the Sticky Bit.

Renove all Special options
In Colums 2-4 | G ant Read Perni ssions

Grant Wite Perm ssions

Grant Execute Perm ssions

Renove all permissions from col um

OoORrN M OoOFr N

If you specify less than four digits when setting permissions it will assume that you are starting
from column 4 and work backwards, in other wordschrmod 22 fil e will set the read permissions
of fileto *‘write’” for group and others. chnod 24 fil e andchnod 0024 fil e areexactly the
same. This however will remove all permissions from the user, a better one to use would be chnod
644 fil e for standard filesand chnod 755 fil e for executable files. Y ou can have no more than
4 digits, each corresponding to a column.

Y ou can set both read and write permissions to a column by adding the numbers together. Write(2)

+ Read(4) = Both Read and Write(6). Therefore to set read and write permissionsto ** Owner’’,
““Group’’, and **Others’; you would use chnod 666 file

Thefile ' ‘bsd.gif’’ has been set to mode 664 using the command chnod 664 bsd. gi f

Anls -1 will display the permissions of al the filesin the current directory.

>l s -|

total 21

dr wWxr - Xr - x chrisc bsdbook 512 Mar 21 00:50 articles
SPWFWT - - chrisc bsdbook 926 Mar 21 16:01 blueball.gif
STWT--r-- chrisc bsdbook 1901 Mar 21 23:50 book. htn

2
1
1
-rwrwr-- 1 chrisc bsdbook 7100 Mar 21 15:57 botbar_raw. gif
-rwrwr-- 1 chrisc bsdbook 2088 Mar 21 15:57 bsd.gif
drwxrwxr-x 3 chrisc bsdbook 512 Mar 22 00: 02 cgi-bin
drwxrwxr-x 2 chrisc bsdbook 2560 Mar 21 15:50 docs
-rwrwr-- 1 chrisc bsdbook 0 Mar 22 00:15 file
-rwrwr-- 1 chrisc bsdbook 2865 Mar 21 15:47 umask. sgni
ANANNANANN These are the perm ssions.

The’d' tellsuswhich files are directories. Directories must have execute permissions enabled in



order for auser to change directoriesto it. A ’-" in thefirst field signifies an ordinary file, in the
other fieldsit signifies alack of permissions, or apermissions of '0'.

When afileis created the default permissions are set at 666. Umask does just the opposite job of

chmod. It removes permissions from the default values at creation time based on the number and

column scheme. Therefore to have your files set to read and write by **Owner’’, but read only by
““*Group’’ and ‘*Others’’, you would use aumask of 22. The Line

unmask 22

can be put in your .login file and automatically set every time you login.

The Default Perm ssions: 666
Your Umask Val ues: 22

Your New Default Permissions: 644

Now every time you create afileit will have the New Default permissions. A umask of 66 would
give you Default permissions of 600, giving only the owner read and write access to thefile. chnod
can also modify permissionsto filesusing a‘‘first letter’” short notation. This style of using chnod
works exactly the same as the Column and Number Scheme. However, it is easier for new users to
remember and use. Consequently it gets alot of use in everyday tasks, while the Column and
Number Scheme gets alot of use by programs and scripting languages.

Per m ssi ons Types:

r Read
w Wite
X Execut e

Affected Area: (colum)
User

G oup
O hers
Al 'l

[V eN(o R

Met hod Aff ect ed:

+ Add to
Rermove from
Set equal to

To add execute permissionsto all areas of thefile‘*bsd.gif’’, you would use chnod a+x bsd. gi f

To remove read permissions from ** Others’’ usechnod o-r bsd. gi f.

Now you can control the initial permissions of files and modify those permissions later to suit your
needs.

16.6. Text Editingin System Administration: vi *

16.6.1. CURSOR MOVEMENT:

16.6.2. TEXT ENTRY MODE:

16.6.3. Cut N Paste:

16.6.4. Special:

16.6.5. EXMODEoor ‘‘:"* COMMANDS
16.6.6. Numbers:



In FreeBSD there are several text editors available; one of the most powerful and commonisvi .
However, to people who haven't grown up using it, learning vi may appear to be the hardest part of
System Administration. Used properly, vi isone of the best tools for System Administration. When
learning vi thefirst thing that must be understood isthat vi is not aword processor. It is atext
editor designed to edit the configuration files that are used by the system; at thisjob it excelsand is
(in my opinion) easy to use.

The biggest problem isthat vi doesn’t even pretend to be user-friendly. If you don’t know how to
useit, there is absolutely nothing to tell you which key to press to accomplish the required task.
Generaly, al it doesis beep at you. To the advanced user, the lack of help menusis a "feature" not
adraw-back, because the screen is not cluttered with unused help features.

Because of the lack of help featuresin vi , and the difficulties most people have learning it, other
text editors have been created. One of thoseisvi m or **vi improved’’. vi mhastaken all of the
functionality of vi and made it easier to use.

A program named pi co from the University of Washington, isavery easy to use text editor. It
provides alot of help features and opens automatically into ‘‘text entry mode’’. FreeBSD now ships
with the ee editor as the Default. It isvery easy to use, but cluttered with help screens.

Unlike most other editors, vi has three modes: Command Mode, Text Entry Mode and EX mode.
In Command Mode, each key you pressis part of acommand. Cursor movement, deleting lines,
searching, and such are done in command mode. When you start vi , it starts you out in Command
Mode and you have to Enter the correct keysto get to Data Entry Mode.

From Data Entry Mode you can enter text just as you would in anormal text editor. There are
several commands to start Text Entry Mode, revolving around what you want to happen prior to
entering the text. Y ou will remain in Text Entry Mode until you press the ESC key, which will
return you to Command Mode. To start a new document, typevi from the command line followed
by the name of the file you wish to create. Thiswill put you into a clean document, provided you
have not named an aready existing file, and start you off in Command Mode. Now any key entered
will be interpreted as a command and vi will promptly beep at you if you press the wrong one. At
this point press a to begin entering text. Now enter in several lines of text; if you don’t press return,
vi will treat this all as one line, with no word wrapping. Thisis an important feature of vi in
System Administration. Some configuration files require that certain lines al be entered on one
line.

vi will aso show you all the escape characters contained in the text. Thisisavery helpful feature if

you are working with special file formats. Editors like pi co will often not display special
characters. They will sometimes even remove them.

16.6.1. CURSOR MOVEMENT:

Press the ESC key to return to Command mode. Usetheh and | keys to move the cursor left and
right. Invi all the commands are case sensitive. The following commands will move the cursor in
various ways.

h One Space L eft.

| One Space right.



j OneLine Down.

k One Line UP.

w Forward/Right One Word.
b Back/Left One Word.

G Goto Bottom of Document.

Many of the other commands can be combined with these motion commands.

16.6.2. TEXT ENTRY MODE:

Now position your Cursor at the end of aword and press a. The cursor moved one space forward
and is allowing you to append text after that word. Press the ESC key and return to Command Mode.
Position your cursor at the end of the same word. Thistime pressi and type some characters. The
letters were inserted in front of the cursor position. The following command will allow you to enter
Text Entry Mode in various ways.

a Append after the cursor position.

A Append at the End of the Line.

i Insert before the cursor position.

| Append at the Beginning of the Line.

o Open anew line Below the cursor.

0 Open anew line Above the cursor.

16.6.3. Cut N Paste:

y Copiesor "Yanks' aline*
d Deletes*

c Changes*

p Pastes Below Cursor

P Pastes Above Cursor

* Note:

These need to be mixed with motion commands to make these effective. Pressing the
same key affects the current line. (ie. yy yank current line)

Position your cursor on aline with text on it and pressdd Thiswill delete the current line and save



it to atemporary buffer. you can restore it by pressing p.

16.6.4. Special:

/ Search

n Find the next match.

. Repeat last Command

u Undo/Redo

The search, repeat, and ‘*find next’’ commands allow you to do a search-and-replace in avery
controlled manner. For example, you have a document that has the word ne in it several times. You
want to change it to the word **you'” To do this you would search for **me’’ by typing / me. Y our
cursor will jump to the nearest word containing ne. Then type cwyou and press the ESC key. This
will change the word to you. Now you are set up to search for and replace al the other **me’” words
in the document. To find the next occurance of ‘**me’” pressn to changeit to ‘‘you’’ press. ; if you
don’t want to change it, press n to go on to the next.

/ me will match any word containing me, words like: r eanes,nmess, and mean. Use/\ ne\ tofind
only the word re.

16.6.5. EXMODE or *“:"" COMMANDS:

w < filename >Writethefile

q Quit vi

w < filename > Over Write an existing file/force write

q! Quit without saving/force quit

r < filenane >readinafile

I'l s execute the shell command | s

123 goto line 123

When you pressthe: key, a: will appear in the lower left hand corner of the screen. Thisisa
prompt that will accept alimited number of commands. It will let you execute shell commands,
read in files, or quit vi . When you are done with vi , press: wg and you will save your file and quit
out of vi .

Toread in or writeto afile, you need to supply afile name. If you supplied afile name when

starting vi , it will useit by default. Giving afilename at this point would override the one you
supplied at startup.

16.6.6. Numbers:

In command mode, if you enter anumber, it will repeat the next command that many times. For



example, if you are deleting lines, typing 10dd will delete 10 lines. Motion commands may be used
also; 10dk will delete 11 lines above and including the one the cursor is on.

16.7. IN-DEPTH VI.HELP *

16.7.1. Introduction

16.7.2. (Part 1/a) An explanation of the syntax of vi commands.

16.7.3. (Part 1/b)Quick help and covers some of the important(in my mind) vi

16.7.4. (Part 1/c) alisting of all the vi commands and their function.

16.7.5. (part Il1/a) The syntax of how addresses work in ex. commands

16.7.6. (part I1/b)A quick list of almost all of ex commands and their abbreviations.
16.7.7. (Part ll/c) Alisting of almost all of the standard ex commands and their function.
16.7.8. (part I11)A quick explanation of regular expressions asthey are used in vi/ex.

In-depth help for learning the vi editor.

16.7.1. Introduction

vi has basically three nodes,

1) command or normal node,

2) insert or input or append node

3) ex or command-|ine node.

vi starts in command node where you can issue comrands, nove and/ or
cut/copy text. The : (colon) puts you in ex node where you can use powerful
ex commands like g, s, v, ! etc. certain commands will put you in insert
node, eg. i, |, a, AL o, O Wen in insert node you can type in text. R
will put you in a special case of insert node, that is overwite node [
(escape key) will put you in comrand node.

16.7.2. (Part I/a) An explanation of the syntax of vi commands.

SYNTAX OF VI COMMANDS

nmost commands in vi have the following form ( exceptions are : m M n, N

p, P, u, U)

[n] operator

eg.

5x delete 5 characters

3ANO will insert NO three tines at the end of the line if you hit ESC
after typing the

2fa forward to second a on line

3Tc backward to after the third c

20j nmove cursor down 20 |ines

5H move cursor 5 lines fromtop of screen

5rx replace next 5 characters with x

5% move to end of 5th line down (line 1 is current)

3 move to first non-blank character 3 lines up (line 1 is current)

editing commands(c,d,y, > <,!) have the follow ng general form

[n] operator [m object

an object in vi would be a character or a word or a line or a sentence etc.
basi c operators for editing are

C begi n a change
d begin a delete
y begin a yank

if the current line is the object of the operator then the object is the
same as the operator: cc, dd, vyy.
if both n an mare specified the effect is n* m that is n tinmes m

eg.



cw change word

c2WwW change next two WORDS (i ncludes punctuation) (could al so be 2cW
2cc change two |ines

c$ change to end of line

c) change to end of sentence

5dd del ete next five lines

d5G delete to line 5

dG delete to end of file

de delete to end of word

dn del ete to beginning of |ine

d30| del ete to colum 30 on |ine

vy yank current |ine

y'z yank to line marked with z

vl ] yank up to next section

yL yank to bottom of screen

y2fq yank to second g on line forward

commands in vi are not echoed to the screen except the follow ng:
/ search forward for pattern

? search backward for pattern

: i nvoke an ex conmand

! invoke a unix (0S) command that takes as its input an object in the
buffer and replaces it with output fromthe comuand
eg. 1d Gsort -fd

the above commands are conpl eted by pressing the return key

a buffer in vi would refer to the file as it’'s kept in nenory

<, > and ! can also be conmbined with a novenent command like ¢, d, and y

>> i ndent current line one shiftwidth
5<< outdent 5 lines starting with current
>>0% i ndent to matching parentheses

IGsort -fd sort fromcurrent line to end of file

16.7.3. (Part 1/b)Quick help and covers some of the important(in my mind) vi

QUICK HELP ( commands and command combinations to get you statrted in vi )

MOVEMENT

Char acter:

h cursor left
| cursor down
k cursor up

I cursor right
space cursor right

Li ne:

[n]G to line n

0, $ first, last position on |ine

+, - first character on next, previous |ine

N first character on current line (other than tab or space)
Screen

F, "B scroll forward, backward one screen
"D, "U scroll forward, backward half screen
NE, Y show one nore line at bottom top of screen

Mar ki ng position:

K mark current position with x
“ X nmove cursor to mark Xx
" X move cursor to first non-whitespace character containing mark x

M scel | aneous novenent:
fa forward to character a



Fd backward to character d

tg forward to character before g

Tw backward to character after w

w begi nni ng of next word

W begi nni ng of next WORD (punctuation is part of word)
b back one word

B back one WORD (punctuation is part of word)

e end of word

E end of WORD (punctuation is part of word)

ENTER position line with cursor at top of screen

position line with cursor at mddle of screen

position line with cursor at bottom of screen

next, previous sentence
[[ next, previous section

{ next, previous paragraph
( the above will depend on your settings for what constitutes a "section”
and "paragraph" )

——i— N N N
- — '

EDI TI NG TEXT:

I nserting text:

append after cursor

append at end of line (same as $%$a)

i nsert before cursor

insert at beginning of line (same as _i)
open line bel ow cursor

open |line above cursor

term nate insert node (escape)

0o —— >

>

Del eti ng and changi ng text:

cw change word

C change line starting with current character (sanme as c3$)
cc change current |ine

2cc change 2 |ines

dH delete to top of screen

dd del ete current |ine

dj del ete current line and one below it

d/ pat delete to pat(tern)

d'z delete to character marked with z

d z delete to line marked with z

de delete to end of word

d% del ete to mat chi ng bracket

P put text previously yanked or del eted before/above cursor
p put text previously yanked or deleted after/bel ow cursor
4s substitute 4 characters

S substitute entire line

u undo | ast change

. repeat | ast change
~ reverse case

11~ reverse case of next 11 characters (on current |ine)
Copyi ng and novi ng:

yy copy current line to (unnamed) buffer

"Xyy copy current line to buffer x

"Xp put contents of buffer x bel ow cursor

ye yank to end of word

"xyG yank fromcurrent line to end of file into buffer x
y2k yank current line and two above it

y' X yank to line with mark x

y' X yank to character with mark x

3>> i ndent next three lines one shiftw dth

>>34G indent current line to line 34 one shiftwidth

Save and exit:
T X quit vi, wite file if changes were nmade
wfile save copy to file



W o>>

|l e append copy to file

:q! quit vi, do not save changes

el return to file before changes were made, after last wite

Te# edit alternate file

Interacting with CS:

: I command run command

r file read in contents of file after cursor

:r !command read in output of command after cursor

:n, M conmand run comand on lines in file fromn to mand replace with ot

! obj ect command send buffer object to command, replace with output (eg.
!Gsort -fd will sort fromthe current line to end of file)

nconmand send n lines to command, replace wth output

16.7.4. (Part I/c) alisting of all thevi commands and their function.

VI COMMAND KEYSIN ALPHABETICAL ORDER

( "A st
-i)

a
A
~A
b
B
"B
C

C

~C
d

D

ands for control-a ”“i stands for

append after cursor (can be preceded by a nunber)

append at end of line (same as $a) (can be preceded by a nunber)
unused

back up one word (can be preceded by a nunber)

back up one WORD (i ncludi ng punctuation) (can be preceded by a nunbe
scroll up one screen (can be preceded by a nunber)

begi n a change (conbine with novenent comrand)

(can be preceded by a nunber)

change line fromcursor to end of line (same as c$)

(can be preceded by a nunber)

unused; in insert > end insert node

begin a delete (combine with novenent command)

(can be preceded by a nunber)

delete fromcursor to end of line (same as d$)

(can be preceded by a numnber)

scroll down a half screen (can be preceded by a nunber);

in insert > back up on shiftwidth

goto end of word (can be preceded by a nunber)

goto end of WORD (including punctuation) (can be preceded by a numnbe
show one nore |ine at bottom of screen (can be preceded by a nunber)
forward to next typed character (can be preceded by a nunber)
backward to next typed character (can be preceded by a nunber)
scroll down one screen (can be preceded by a numnber)

unused

goto specified line or end of file (can be preceded by a nunber)
print file info on status Iine (bottom of screen)

cursor left (can be preceded by a numnber)

goto top of screen (can be preceded by a nunber)

|l eft cursor; in insert > backspace

insert before cursor (can be preceded by a nunber)

insert at beginning of line (sane as _i)

(can be preceded by a nunber)

unused; in insert > tab key

cursor down (can be preceded by a nunber)

join two lines (can be preceded by a nunber)

down arrow cursor key; in insert > same as enter

cursor up (can be preceded by a nunber)

unused

unused

cursor right (can be preceded by a nunber)

goto bottom of screen (can be preceded by a nunber)

redraw screen usually

mark current cursor position with character typed (a-z)



M goto middl e of screen

"M to begi nning of next line (can be preceded by a nunber);
in insert > sanme as enter key

n repeat |ast search comand

N repeat |ast search command in reverse direction

AN down arrow cursor key

0 open a new |line below the cursor (can be preceded by a nunber)

@) open a new |l i ne above the cursor (can be preceded by a numnber)

O unused

p put yanked or deleted text after or bel ow cursor

P put yanked or deleted text before or above cursor

AP up arrow cursor key

q unused

Q quit vi, invoke ex (not very useful) return with vi

"Q unused (sone ternminals, stop data flow)

r change character under cursor to character typed
(can be preceded by a nunber)

R repl ace characters (overwite node) (can be preceded by a nunber)

"R redraw screen usually

S substitute characters under cursor to ones typed
(can be preceded by a nunber)

S change entire line (can be preceded by a nunber)

NS unused (on sone terminals, resune data flow)

t forward to before next character typed (can be preceded by a nunber)

T backward to after next character typed (can be preceded by a number)

AT goto previous tag; in insert > nove right one shiftwidth

u undo | ast change

U restore current line

U scroll screen up a half screen (can be preceded by a nunber);
ininsert > delete back to start of insert (depends on ternna
settings)

v unused

\% unused

Y unused; in insert > quote next character

w forward one word (can be preceded by a nunber)

W forward one WORD (i ncl uding punctuation) (can be preceded by a numnbe

W unused; in insert > back up to beginning of word (depends on
term nal settings)

X del ete character under cursor (can be preceded by a nunber)

X del et e back one character (can be preceded by a nunber)

"X unused

y begin a yank (conbine with novenent command)
(can be preceded by a nunber)

Y yank current line (sane as yy) (map it to y$ to be consistent with
D and C) (can be preceded by a nunber)

Y show one nore line at top of screen (can be preceded by a nunber)

ZENTER reposition line with cursor to top of screen

zZ. reposition line with cursor to mddle of screen

z- reposition line with cursor to bottom of screen
(the three z conmands above can be preceded by a nunber)

zz quit vi, wite file if changes were made

Nz suspend vi on systens that have job control (depends on ternina
settings)

@ unused

N term nate insert node (escape key)

A I don’t think it does anything

ol goto tag under cursor

AN edit alternate file

N unused?

N9 unused? del ete key?

space cursor right (can be preceded by a nunber)
! filter programthrough external filter, requires an object to work ¢
(combi ne with nmovenent conmmand) (press enter to execute)
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use register for next delete, yank or put, registers are (a-zA-Z0-9)
unused?

goto end of line (can be preceded by a nunber)

goto matching bracket () [] {}

repeat |ast substitute

to first non-blank character on line with mark (a-z)

begi nni ng of next sentence

begi nning of current sentence (sentence is delimted by ., !, ? and
foll owed by at | east one space)
unused

down one line to first non-blank character (j_)

(can be preceded by a nunber)

repeat f, F, t, T conmands in reverse direction

up one line to first non-blank character (k)

(can be preceded by a nunber)

repeat previous conmand

search forward for text entered (repeat previous search if no
argunent supplied) (press enter to execute)

got o begi nning of line

enter an ex command (press enter to execute)

repeat f, F, t, T conmands

begin a shift left (conbine with novenent conmand)

(can be preceded by a nunber)

unused (unless in lisp node in which case it formats to standard
lisp formatting)

begin a shift right (conbine with novenent conmand)

(can be preceded by a nunber)

search backward for text entered (repeat previous search backward
if no argunent supplied) (press enter to execute)

execute a register (0-9a-z".)

begi nning of current section (as delinmited by the sect= option)
unused

begi nni ng of next section (as delimted by the sect= option)

goto first non-blank character on line

goto first non-blank character on line (can be preceded by a nunber)
goto mark (a-z)

begi nning of current paragraph (as delimted by a blank line or the
p= option)

colum n of current line

begi nni ng of next paragraph (as delinited by a blank line or the
p= option)

change case of character under cursor (can be preceded by a nunber)

16.7.5. (part Il1/a) The syntax of how addresseswork in ex. commands

EX EDI TCR
address synbol s

begi nning of file

end of file

all lines in file

stands for filenane, hence it neans the entire file (1,9)
stands for alternate file

lines x through y

lines x through y, current line reset to x
current line

absol ute |ine nunber n

n lines before x

n lines after x

n lines ahead (default is one)

n lines back (default is one)

line marked with x

previ ous mark

[ pattern/ forward to |ine matching pattern



?pattern?

backward to |ine matching pattern

16.7.6. (part I1/b)A quick list of almost all of ex commands and their
abbreviations,

QUI CK LI ST OF EX COVMANDS

abbr evi
append
args

| change
chdir
copy
del ete
| edit
file
gl obal
i nsert
| join
list
map
mar k

ate

EX COVMANDS

( anything in []

ab
a
ar

c
cd chd
t co

———a -+ a

k ma

is optional ,

nove
next
nunber

| open
preserve
print

put

| quit

read
recover
rew nd

| set

shel |
source
substitute

the command which is also optional )

the default for address is the current

these the default is the entire file

ab{breviate} [string text]
define string when typed to be translated into text.
abbrevi ati ons

if string and text not specified -
abbrevi ations are usually put
Vi is the best editor

eg.

rab Xvi

:ab character character
:ab the the
:ab have have

[ address] a{ppend}[!]

t ext

append text at address. !

ar{gs}

print filename argunents.

cd [ pat h]

wi t hout path change to hone directory,

[ address] c{hange}[!]

t ext

replace lines with text. !

[ addr ess] co{ py} desti nati on
copy lines fromaddress to destination
copy lines 1 to to 10 to below line 50

eg.

: 1, 10co50

[address]d{el ete} [buffer][count]

into your

m

n

# nu
0
pre
p

pu

q

r
rec
rew
se
sh
SO

s & ~

l'i ne,

list all

AND THEI R ABBREVI ATI ONS

t ag

unabbr evi at e

undo
unnap
vVer sion
vi sual
wite
Xit

yank

(wi ndow)

(escape to 0OS)

(Ishift)
(rshift)

(l'i ne nunber)
(execute buffer)

except for g,

.exrc file

swi t ches aut oi ndent.

swi t ches aut oi ndent .

g,

VY

ta
una

unm

< <
s<s

UV ATTNK X
o))

Q)

16.7.7. (Partll/c) A listing of almost all of the standard ex commands and their
function.

anything in {} is the rest of the nane of

w, for

with path change to path




delete lines in address if buffer is specified save lines to buffer
count specifies the nunber of lines to delete starting with address.

eg. :/include/,/min/d del ete Iines between include and nain
i ncludi ng include and main
:/include/ +, /min/-d as above but not including include nor main
1 3d delete line 3
:d3 delete 3 lines starting with current

:.,%d a delete to end of file fromcurrent line into buffer a
:d a3 del ete next three lines starting with current into buffer a

e{dit}['] [+n] [file]

begin editing file. ! will discard changes to current file.
n specifies line to begin editing file (default 1).
eg. :e file edit file

‘e # edit previous file

f{ile} [filename]
change nane of file to filenanme. w thout argunent print current
filename.
eg. :f %new appends .new to current filenane, renaming file to
file. new

[address] g{l obal }[!]/pattern/[comuands]
execute commands on lines that contain pattern, if address is specified

within the address range. ! execute on lines not containing pattern
wi t hout comuands print matching |ines.
eg. :g/\#include/d delete all lines that have include directives
cg!/\#definelp print lines that are not define statenents
g/ M\ I\ *p print lines that start with /*
g/ MY*$/d delete enpty lines as well as lines with only te
or spaces
19/ strcnp/ d5 delete lines that have strcmp in themas well

as the following 4 lines

[address]i{nsert}[!]
t ext

insert text at line before address. ! sw tches autoi ndent.

[address]j{oin}[!][count]
join lines in specified range. ! preserves white space.
eg. :1,5j! join lines 1 to 5, preserve white space

[ address] k char
synonym for mark, character can follow k with no interveni ng space.

[address]|{ist}[count]
print lines so that tabs show as I and end of lines are marked with $.

map[!] [char conmands]
define a keyboard nmacro for naned char that is a synonymm for conmands
' wll create a mapping for input node. with no argunents print nmapped
keys.
eg. :map "N :n*"M (to get a control character type "V foll owed by the
control character)

[ address] ma{rk} char
mark lines with char. char is a single | owercase letter
eg. :m z mark line with z
1z return to line with mark z

[ address] m{ ove} destination
move |ines specified by address to destination
eg. :.,/include/m/string/ nove lines fromcurrent to include Iine belc
line with string



n{ext}[!] [[+commands] filelist]
edit next file fromargunment list. if filelist is provided, replace
argunment list with filelist. ! will discard changes to current file.

[ addr ess] nu{ unber } [ count]
print lines specified by address, precede each Iine by its |ine nunber.
count specifies the nunber of lines to print.

[ address] o{pen}[/pattern/]
enter vi's open node with lines specified by address, or at lines
contai ni ng pattern.

pre{serve}
save current buffer as if the system had crashed

[address] p{rint}[count]
print lines specified by address. count is the nunber of lines to print.
eg. :304; +5p print five lines starting with 100, reset current line t

100

[address] pu{t} [buffer]
restore lines that were previously deleted or yanked and put them after
current line. put line frombuffer if specified.

a{uit}[!]

quit. ! discard changes to file.

[address]r{ead} file
copy text fromfile on line bel ow specified by address.
eg. :0r data read in file "data" at top of file

[ address] r{ead} !command
read the output of command into file after |ine specified by address.
eg. :$r !lIs -aFC run "Is" and read in its output at end of file

rec{over} [file]
recover file fromsystem save area

rew{ind}[!]
rewi nd argunent list to first argument. ! discards changes to current
file.

se{t} parnil parn®

set value to an option with each parm if no parmis supplied print all
changed options. for bool ean options parmis phrased as option or
nooption, other options are option=value. all will print all available
options.
set commands are usually put into your .exrc
eg. :se autowite tabstop=4 autoindent shiftw dth=4 w apnargi n=5

:se all print all avail able options

sh{ell}
create a new shell. resune editing when shell exits.

sof{urce} file
read and execute ex commands fromfile
eg. so ~/old.exrc

[address] s{ubstitute}[/pattern/replacement/][options][count]
replace pattern with replacenent. if pattern and replacenent are omttec
repeat |ast substitution. count specifies the nunber of |ines on which t
substitute starting with address.
opti ons
C pronpt for confirmtion
g substitute all instances on |line



p print last Ili on whi ch substitution was nmade
eg. '9&/[hkﬂello | g replace hello or Hello with hi, all ocurrenc
yBs/[uU [N [T 1] [xX]/\U& 10 upcase uni x on next 10 |ines
:@&/\<./\u&/g turn the first letter of all words to uppercase
:1,/main/s/int/long/g substitute occurances of int before main wt
| ong
[address]t destination
synonymm for copy
ta{g} tag
switch to file containing tag.
eg. :lctags *.c run ctags on all .c files in directory
:ta func switch to file containing func, put cursor on it

una{ bbrevi ate} word
renmove word fromlist of abbreviations.

u{ ndo}
undo changes made by | ast editing conmand.

unn{ap}[!] char
remove char from keyboard macros. ! renove nacros for input node.

[ addr ess] v/ pattern/[ commands]
synonym for gl obal
eg. v/i.l,1.]-] join enpty lines to have only single enpty line
between lines of text

ve{rsion}
version of editor.

[address]vi [type][count]
enter visual node at line specified by address. exit with Q count
specifies initial w ndow size
- pl ace line at bottom of w ndow
place line in center of w ndow
n print previous w ndow

vi [+n] file
begin editing file in visual node at line n

[addressIwW{rite}[!] [[>>] file]
wite lines specified by address to file. >> is used to append to file.
with no address wite all of the file. ! forces the wite.
eg. :1,25w new file wite lines 1 to 25 to "new file"
:50,%w >> new file append line 50 to end of file to newfile

[ address] w ! command
wite lines specified by address to conmand.

wal!]
wite lines specified by address to file and quit. ! forces the wite
x{it}

exit file. save changes.

[ address]ya{nk} [buffer][count]
pl ace lines specified by address in buffer char. count is the nunber of
lines to yank starting with address.
eg. :20,100ya z yank lines 20 to 100 into buffer z

[ address] z[ type] [ count]
print a wi ndow of text. count is the nunber of lines to display starting
wi t h address.



type
+ place line at top of w ndow default)
- pl ace line at bottom of w ndow
place line in center of w ndow
n print previous w ndow
= place line in center of window. |eave |ine as current |ine.

[ address] ! [ conmand]
execute command. if address is specified apply lines fromaddress as ing
to command, and replace lines wth output.

eg. :!ls -aFC run I's, will not read output into file
:0l'l's -aFC run |s, read in its output to beginning of file
:11,35!'sort -fd sort lines from1l to 35
% spell -b run the spellchecker on entire file
[ address] =

print line nunber of matching address. with no address print |ine nunber
of last line.

[ address] <[ count]

[ addr ess] >[ count ]
shitft lines left(<) or right(>). count specifies the nunber of lines t¢c
shift starting with address.
eg. :1,9> indent lines 1 through 9 one shiftw dth

addr ess
print line specified by address.

return
print next line.

[ address] & opti ons] [ count ]
repeat previous substitution. count specifies the nunmber of lines to
substitute on starting with address.
eg. :s/msdos/UNI X substitute nsdos with UNI X
19/ 05/ & redo substitutions on all lines with "OS"

[ address] ~[ count ]
repl ace previous regul ar expression with the previous replacenent from
substitute.

*[buffer]
@ buf fer]
execut e naned buffer

[ addr ess] #[ count ]
synonym f or nunber

The foll owi ng can be used as addresses in ex, as well as in commands :g,
'S, v, [, ?

16.7.8. (part I11)A quick explanation of regular expressionsasthey areused in
vi/ex.

REGULAR EXPRESSI ON SEARCH AND SUBSTI TUTE
mat ch any single character except newine

* mat ch any nunber (including none) of the single character imrediatel
precedi ng

n mat ch beginning of line if at start of expression

$ match end of line if at end of expression

[ ] mat ch anything encl osed in []

[~ ] mat ch anyt hi ng not enclosed in []

(V) store pattern for later replay



\< mat ch foll ow ng characters at begi nning of word

\ > mat ch precedi ng characters at end of word

\ escape character followi ng (needed for eg. \. to match a .)
\n reuse previous pattern, n is a nunber between 1 and 9 eg. \1
& reuse previous search pattern

~ reuse previous replacenent pattern

\u change character to upper case

\U change characters to upper case

\ change character to | ower case

\L change characters to | ower case

\e turn off previous \u or \I

\E turn off previous \U or \L

Exanpl es

dig mat ches dig

~dig mat ches dig at beginning of Iine

di g% mat ches dig at end of line

~di g$ mat ches dig as the only word on |ine

"$ mat ches the enpty line

NUFS matches a line with at |east one character

L* mat ches any string of characters including none

Y AT B as above but line can al so contain spaces and/or tabs(”l)
[dD]ig mat ches dig or Dig

[aA] [ nN] mat ches an, aN, An, AN

d[ aei ou] g second letter is a vowel
d[ “aeiou]g second letter is not a vowel

d.g second letter is anything

AT mat ches a line with exactly four characters

AW mat ches any |ine beginning with a dot

ML a-z] same with a | owercase |letter follow ng

AN mat ches any line that does not begin with a dot
; $ mat ches a line ending with a senicol on

di gs* mat ches di g, digs, digss, digsss etc.
[a-z][a-z]* matches one or nore | owercase letters

[a-zA-Z] mat ches any character

[70-9a- zA- Z] mat ches any synbol (not a letter or nunber)
\ <t he mat ches the, theater, then

t he\ > mat ches the, breathe

\< the\> mat ches t he

Us/\ <. /\u& g turn the first letter of all words to uppercase
Ws/\<[a-z][!-~]*\>/\u& g as above

cWs/\<[a-z]/\u& g as above

(s * I\ L& turn entire file to | owercase

U8/ <[~>]*>//g renove strings fromfile that start with a | ess than sign
and end with a greater than sign (htnl tags)
, N, & $ nust be preceded by a \ to make literal when magic is on
* must be preceded by a \ under certain circunstances although it never
hurts to precede it with a backslash whenever you nmean a * not its regexp
meani ng % and # shoul d al so be escaped as they nmean current and alternate
file to ex

17. System Control *

17.1. Process Control *
17.2. Accessing The Floppy Drive *

17.1. ProcessControl *

Whenever you execute a command at the UNIX prompt, FreeBSD assignsiit a Process
| Dentification number or PID. Thisisanumber between 1 and 65535. This number will be used to



identify and control the process the entire time that it is running. When the program terminates, the
Number will be recycled into the stack and reassigned when the kernel has cycled completely
though all 65535 numbers.

If the same program is run again, it will be given a different PID and FreeBSD will track it through
this new number. If two copies of the same program are started at the same time, two individual
PID numbers will be assigned; one to each.

ps will giveyou alisting of al the process you have running.

>ps

PID TT STAT TI ME COVIVAND
12346 pO I s+ 0: 00. 57 -tcsh (tcsh)
9871 poO R+ 0: 00. 57 ps

ps -a will giveyou alisting of all of the process running on the system.

To stop a process, you can usetheki | I command. Select the PID of the process you want to stop.
Then type

kill -KILL PID.
For Example to kill process #12346 you would type:
>kill -KILL 12346

Process # -1 refers to every running process that you own. If you have several process running, you
can kill al of them, (except your current shell) by typing:

kKill -HUP -1
Asroot, you can use this command to kill, or restart, every process in the system.

If you don’t want to use the PID, you can use the programki I I al | . ki | I al | requiresthat you
specify the name of the program running as a command line argument. Then it kills every instance
of that program that it finds, providing you have permission to kill that program.

For instance:
killall make

would kill al make processes that you have running.

In addition to a priority, each processisassigned a“‘‘Niceness’ value. The default valueis 0. The
users can give ani ce value of up to +20, making processes run slower; freeing up processor time
for more important processes. The ‘‘nicer’” aprogram is, the more it allows other programs to run.
Root can give values down to -20, making important processes run faster. All child processes,
processes started by a program, inherit the nice value from the parent program. If you give anice
value of -20to anake wor | d al processes spawned by that program will have the nice value of
-20. ie. al compiler processes generated will run at anice of -20.

To give aprogram anice value, precede your command with ni ce. If you wanted to start ppp with



anice value of +10 you would use:
> nice +10 ppp

If you want to change the nice value of aprocess that is already running, you would user eni ce
followed by the process ID. To change the niceness value of process #1234 from the default of Zero
to -10, you would use:

> renice -10 1234

"Nicing’ or 'renicing’ to +10 is the most common use of the (re)nice command. It’sreally just a
way of telling FreeBSD that you aren’t too concerned about the process finishing immediately, and
it's okay to let other processes use more CPU time than your process. Usually, if you are going to
run a program that you know will take along time to run (say 5 minutes or greater) it is considered
"polite’ toni ce +10 the program. Y ou're program will still finish very quickly. In fact, if the
system isn’t very busy there will be ailmost no difference, since no other processes are battling for
the CPU!. Unless the system is very overloaded, a nice value of +10 will NOT result in aslow
down. When you raise the niceness value of arunning program, your program isn’t put on hold
until others are done, it just receives a smaller percentage of the CPU time. A nice value of +20
indicates that the application in question should ONLY run when the CPU is completely free.
Generally, the only time a processis run with a nice value of +20 iswhen you don’t want it to slow
down any other aspect of the system.

t op IS pa process monitoring tool that helps you keep track of system resources. It displays the
Active Processes, CPU Utilization, Swap Space Usage, and Memory Available. It also allows you
toreni ce and ki | | processes. If you watch the CPU utilization, you will notice that it sits at about
90% IDLE most of the time. (Active Servers won't have so many Free Cycles.) Many system
administrators find ways to utilize these idle CPU Cycles with creative applications of ni ce,

reni ce, and t op. Processor intensive, time consuming processes can be set to run in the
background and only use up IDLE CPU Cycles, allowing your program to run and not infringe on
regular operations.




17.2. Accessing The Floppy Drive*

FreeBSD looks at file systemsin ‘‘slices’ or partitions. Each file system is assigned to a device.
The Floppy Driveisassigned the device **fd’’. The devices are a'so numbered, starting with 0. The
first floppy disk isfdO. Filesystem devices are further divided up into slices. Each slice isassigned a
letter. The letter is appended to the device name and number. Traditionally, slicesa through h are
available. Some dlices have special meanings:

a ) This refers to the boot sector of the disk only.
b ) This refers to the swap space on the disk if there is any.
c ) This references the Wl e Di sk. Usually what you want.

e-h ) This and other such letters would refer to non-bootsector
slices if the di sk happened to be divided up further

Access to devicesis granted through file representations of those devices contained in the/ dev/
directory. Each dice hasits own file representation. Therefore to access the whole floppy disk you
would reference thefile: / dev/ f doc. To actually get at the contents of the disk, you have to mount
it into the file system under a directory. If you have a FreeBSD formatted Floppy disk, you can just
use the mount command without any special parameters. Y ou will have to specify a directory that
exists on the system that you have write permission to, and have permission to access the device
file you are trying to mount. By default, general users don’t have access to the floppy disk device
files.

To mount the floppy to adirectory called / mt you would type:
mount /dev/fdOc /mt

Then cd to/ mt and work with the files that are there.

If you have aMSDOS disk that you want access to, you will use the command:
nount _nsdos /dev/fdOc /mt

To check and seeif it mounted you can cd to the directory and do an| s, or type df and df will give
you alist of all the file systems that are currently mounted and where they are mounted to. It will
also show all the amount of space used.

Mounting a M SDOS floppy would give you access to the floppy just like aregular directory on the
system, however it will automatically truncate the file names of any files copied to that directory to
the dos 8.3 notation. (ie. FreeBSD.File.long.name will become FreeBSD.Fil)

When you are done with the floppy disk, you will have to unmount it from the file system. To do
this type:

unount /dev/fdOc
OR
umount / mmt

Either one will successfully unmount the file system. Y ou cannot unmount afile system while you



arein the directory that the filesystem is mounted to. Thiswill give you a device busy error. You
will have to cd out of that directory before unmounting it.

Now when you cd to/ mt it should be empty.

18. Configuring your .cshrc File

19. Setting up More Virtual Terminals *
20. Adding a Hard Disk

21. System Configuration File Options
22. Adding and Installing Software

18. Configuring your .cshrc File

Thisisthe Standard .cshrc files that comes with your system.

#csh .cshrc file

alias
alias
alias
alias
alias
alias

set env
set env
set env

h

n —— ——

[ ]

hi story 25
jobs -1

Is -a

I's -FA

Is -1A

su -m

EDI TOR vi
EXINIT 'set autoindent’
PAGER nore

set path = (~/bin /bin /usr/{bin,ganes} /usr/local/bin /usr/X11R6/bin)

if ($?pronpt) then
# An interactive shell -- set sone stuff up
set filec

endi f

set
set
set
set
set

hi story = 1000

i gnor eeof

mai | = (/var/mail/$USER)
nmch = ‘ hostnane -s'

prompt = "${ncth:q}: {\!} "

umask 2

The pat h statement tells your shell where to look for programs when you try to execute them. It
starts with the first directory listed and looks there for any match to the command you have just
entered. If it findsit, it executes that program.

If the directory is not listed in the path statement, it will not look there for executable files. Not
even in your current directory. So even if you are in the same directory as the file you want to
execute, it will not find it if that directory isnot listed in your pat h statement.

If you want to execute acommand in your current path, you have to precede the command with



““.I'". For example, you areinthe/ usr/ 1 ocal / ww/ cgi - bi n directory and want to test out a
program you have written. The program is get dat a. pl , and you have just tried to run it by typing
get dat a. pl , however instead of the HTML output you expect, you just get the error, get dat a. pl :
Conmand not found. Thisisbecause you did not include the‘*.”” directory in your pat h
statement. Remember that in UNIX, the **."’ represents the current directory. To get thisfileto
execute you would need to type:

./ getdat a. pl

Now you should see the HTML output you expect, unless you messed up in your program and then
you will get error messages pertaining to the language you wrote the program in.

A TCH Example

Aswe mentioned earlier, thet csh has afew extrafeatures over the base csh that make life on the
command line alittle easier. Here is an example .cshrc file that takes advantage of tcsh’s goodies:

#tcsh .tcshrc file

alias h hi story 25

alias j jobs -1

alias la Is -a

alias If I's -FA

alias |1 Is -1F

#alias su su -m -- bad for su'ing to root..

setenv EDITOR vim
setenv PAGER | ess

set path = ( ~/bin /fusr/local/bin /bin /[usr/{bin, ganmes} /usr/sbin /sbin /usr
setenv | RCNI CK ringzero

setenv | RCSERVER irc2. magic. ca

set env NNTPSERVER news. sent ex. ca

if ($?pronpt) then

# An interactive shell -- set sone stuff up

set filec

set fignore = .0 # ignore object files for filec
set showmat ch # for progranm ng

set history = 100

set savehist = 75 # tcsh version of history..

set ignoreeof

set mail = (/var/mail/$USER)

set pronmpt="vinyl:{%}% %%b" # tcsh version of above!

set watch = (1 gabor any ni ke any adrian any pwardrop any)

umask 2
endi f

The first things to note are the set env lines. In this case, they are setting some environment
variable that are used by my news reader software and IRC client software. The next point of
interest istheset fignore = .o, which makesthefile completion (set fil ec) ignorefilesthat
endin‘*.0’". Thisisniceif you're a C programmer since you never would want to edit or manually
do much with a.ofile- youwant the‘*.c’’ filel The shownrat ch option is another addition to the
file completion mechanism of t csh. Try it out and see what it does for yourself! Theset pronpt
option sets up avery friendly prompt for your shell. It will show you what directory you arein all
thetime. Here' swhat it looks like:



mar k: {123}~ % cd /usr/src
mar k: {124}/ usr/src %

Note that the tilde character (**~'") indicates your home directory. Now that you’ ve seen some of
what thet csh and csh options are, the best way to learn more about themisto man tcsh! All of
the features of both shells (such asthe *‘watch’’ feature of tcsh) are documented in the man pages.
Go ahead and take alook and experiment to see what fun tricks you prefer!

Note:

If you change your . cshr ¢ file, you can re-read the changes by issuing asour ce
.cshrc!

19. Settingup MoreVirtual Terminals*

A Virtual Terminal isaTerminal built into the Main Server Console. It allows you to have severa
screens open at once, however only one screen isvisible at atime. By Default there are four Virtual
terminals setup, but only three enabled for use.. To switch between them hold down the ALT key
and pressF2 or F3 (You start out at F1. Thiswill switch you to the second or third Virtual terminal.
Now you should have alogin screen like the one you just left. There is nothing different about
logging in here as opposed to the virtual terminal on F1. To get back to your original screen, hold
down the ALT key and press F1

To add more Virtual terminals, you need SuperUser accessto the/ dev directory. Next you need to
run the program MAKEDEV. MAKEDEV is a shell script, so you have to use the sh shell interpreter to
execute it. At the command prompt type:

cd /dev
sh MAKEDEV vty 16

Note:

(Type MAKEDEV in al CAPS, Capitalization makes abig difference.)

Thiswill create 16 Virtual terminals. They will be accessible with the ALT + F? keys. But Before
you can use them, you have to enablethem inthe /et ¢/ t t ys file. Change directoriesto the/ et c/
directory and usevi toeditthe/etc/ttys file

cd /etc

vi ttys



B{#ttys 0,1 (Berkeleylr 4417789

name  getty type status comments

#* #F H[OEEH

# Thiz entry needed for asking pazsword when init goes to single-user mode
# If you want to be azked for pazszword. change “secure” to "insecure" here

conzole none unknown of f secure
#

thywd  "Ausrdlibexecsgetty Po" conseh  on secure
# Yirtual terminals

ttuvl  “Ausr/libexecs/getty Po" cons2h  on secure
ttyw?  "Yusrs/libexecs/getty Po® cons2h  on secure
ttywd  "Yusrslibexecs/getty Pc" conz2h  off zecure

# Serial terminals
ttydd  "Yusr/libexec/getty std,9600"  unknown of f secure
ttydl  "Yusr/libexecsgetty std,9600"  unknown of f secure
ttyd2  "Yusrslibexecsgetty std,9600"  unknown of f secure
ttyd?d  "AYusrslibexecsgetty std,9600"  unknown of f zecure
# Pzeudo terminals

ttypl  none netwark,
ttypl  none netwark
ttyp?  none netuork

If you are running The X Windows System, you need to leave one of the Virtual Terminals turned
off. By default, ttyv4 isturned off.

In the section labeled Virtual Terminals, you need to add afew lines. If you just made 16 virtual
terminal devices, you now have 16 virtual terminals to configure. Y ou need to have 16 lines that
deal with virtual terminalsinthe/ et c/t tys file; right now you only have 4. Y ou can cut and paste
theline that says:

ttyv2 "/usr/libexec/getty Pc" cons25 on secure

Move the cursor to that line and pressyy then move the cursor down one line by pressingj and
press 12p to paste the line 12 times. Now you have 12 copies of ttyv2, you need to change this,
numbering them in HEX. Start numbering them at 4, then 5,6,7,8,9,a,b,c,d,e f.

When you are done, you should have ttyv1 - ttyvf configured inthe/etc/ ttys file.

Invi you can do this easily by positioning the cursor over the number you wish to change and
pressing r the next key you press will replace that digit, press 4 to start with. Then pressj to move
down and pressr followed by the next number, repeat as necessary.

when you have finished editing, press ZZ to quit and exit vi Now you will have to restart thei ni t
process. Y ou must have SuperUser access. Type: kil | -HUP 1

Now you are ready to use your Virtual Terminals.

20. AddingaHard Disk

The hard drive needs to be physically installed. Make sure the cable is on properly, pin 1 isthe
closest to the power plug.(ie. the red stripe goes toward the power plug). And make sure that there
is power to the Drive.

Now reboot to FreeBSD. During Boot up, FreeBSD should detect the drive. If it doesn’t, reboot
using the "-c" option. At the boot prompt and go in to the visual config and make sure that the



appropriate controller is enabled. If you have built a custom kernel and have disabled the extraIDE
drive, or are adding afirst SCSI drive to a kernel that has SCSI disabled, thisis most likely the
problem. If the kernel has the controller merely *disabled*, not removed, you can enableit in the
visual config. Otherwise you will have to rebuild the kernel adding the appropriate controllers and
devices.

If you missed the boot up section, type dnesg at the prompt after you have logged in. This will
display your boot-up messages again.

/fusr/> dmesg | nore

If you areinstalling SCSI, be sure the drives are found by the SCSI BIOS and that the proper SCSI
termination is enabled.

Once everything has been found, you are ready to start the FreeBSD configuration.

kkhkhkkkhkhkkkhhkkhhhkkhhhkhhhkhhhkhkhhkhkhhkhkhhkhkhhkhkhhhkhhhkhhhkhhhkhdhhkhdhhkhdhkkkkxk,%x*%x

The first thing you will need to do isto clear out whatever might have been on the disk previously.
Most hard-drive manufacturers ship new drives already partitioned and formatted to the DOS FAT
filesystem. For the remainder of this example, we'll be using a hard-drive that was detected assd1.
In our case, it isthe second SCSI device on the chain (with SCSI ID 1). Here' s how to get rid of
that FAT garbage:

dd i f=/dev/zero of =/ dev/rsdl count =100

Now you need to prepare a‘‘disk label’” on the drive. We'll assume in this example that you plan
on using the entire drive under FreeBSD:

di skl abel -Brw sdl auto

* substitute rsd1 and sd1 for the disk that you are adding, don’t do thisto adisk you are using. This
basically kills everything on the disk, and prepares it for use by FreeBSD. If thisworks, you
shouldn’t need to use fdisk.

If you are planning to use the entire disk as one partition under FreeBSD, then you can use the
single default partition just created by disk label, otherwise you will need to use the disklabel editor
and create the smaller partitions. Y ou might want to add a swap partition to the disk, for example.

To do get in to the disk label editor for IDE disk 1, type:

di skl abel -e wdO

# [ dev/rwdOc:

type: ESDI

di sk: wd0Os1

| abel :

fl ags:

byt es/ sector: 512
sectors/track: 51
tracks/cylinder: 13
sectors/cylinder: 663
cylinders: 722
sectors/unit: 479298
rpm 3600



interleave: 1

trackskew. 0O

cylinderskew. O

headswi tch: 0 # mlliseconds
track-to-track seek: 0 # mlliseconds
drivedata: O

8 partitions:

# si ze of f set fstype [fsize bsize bps/cpg]
a: 65536 0 4.2BSD 0 0 0 # (Ul. 0 - 98%)
b: 85936 65536 swap # (Cyl. 98*- 228*)
c: 479298 0 unused 0 0 # (Cyl. 0 - 722%)
e: 61440 151472 4.2BSD 0 0 0 # (Cyl. 228*- 321%)
f: 266386 212912 4.2BSD 0 0 0 # (Cyl. 321*- 722*%)

Now comes the tricky part, getting the numbers right. The easiest way to allocate a partition is to
select the number of cylinders you want to allocate to the partition and calculate from there. The
sizeisthe size of the partition in sectors. The offset is the last sector of the previous partition.
Partition a starts at sector 0. Partitions need to start and end on cylinder boundaries. To find the
cylinder boundary, multiply the tracks/cylinder # by the sectors/cylinder # and then multiply that by
the number of cylinders you want to allocate. (Sectors * Tracks* Cylinders= Size of Partition) To
find the offset, add the size of the previous partition to the offset of the previous partition. (Size +
Offset = Offset_ Of Next_Partition)

The fstypeisthe type of filesystem you are putting on that partition. 4.2BSD is the filesystem type
for anormal FreeBSD filesystem. swap is the filesystem type for aswap file. FAT isthe filsystem
type for DOS partitions. Partition a is reserved for the boot sector. Leaving it blank implies that you
don’t have/need a boot sector.

Partition b isreserved for the swap file. It cannot start with an offset of 0. There must be a partition
that starts before it. Partition e can start at offset 0 and be any size, then the swap partition can be
placed starting at the offset where partition e ended.

Partition ¢ should not be changed. Start making your filesystems on partition e

Now you need to create a file system on the drive, you use the newf s command to do this. If you
are using the whole disk, use the ¢ partition automatically created by di skl abel .

newf s /dev/rsdilc

The ¢ partition always represents the entire device - so in this case we' ve just created afilesystem
that spans the entire drive.

If you have separated the disk into smaller parts, you will need to use newf s to create afile system
on each partition, except the swap partition.

Finally, you want to mount the drive. We'll assume here that you’ ve created a‘* mount point’’ of
/ d2 (using nkdi r).

mount /dev/sdlc /d2

If all went well, you should now see something like this:

#vinyl %df -k



Fil esystem 1K-bl ocks Used Avail Capacity Munted on
/

/ dev/ sd0Oa 31775 13530 15703 46%

/ dev/ sd0Os 1f 1913091 1086207 673837 62% [ usr

/ dev/ sdOsle 29727 12663 14686 46% / var
procfs 4 4 0 100% / proc
/ dev/ sdlc 4108717 616594 3163426 16% /d2

Now you will need to create an entry inthe/ et ¢/ f st ab file so that it will get mounted each time
you reboot. Otherwise you will have to execute the mount each time by hand. A fstab entry will
need to be made for each partition you created, including the swap partition.

Also reference the man pages for: fstab mount disklabel dmesg dd and newfs

21. System Configuration File Options

21.1. Important initial Boot-time options

21.2. Network configuration sub-section

21.3. Network daemon (miscellaneous) & NFSoptions:

21.4. Network Time Services options:

21.5. Network Information Services (NIS) options:

21.6. Network routing options:

21.7. System console options

21.8. Miscellaneous administrative options

21.9. Allow local configuration override at the very end here

Note:

All arguments must be in double or single quotes. Multiple entries are separated by
spaces.

21.1. Important initial Boot-time options
swapfile=" NO"

# Set to name of swapfile if aux swapfile desired.
apm_enable="NO"

Set to YESif you want APM enabled.
pccard_enable="NO"

Set to YESif you want to configure PCCARD devices.
pccard_mem="DEFAULT"

If pccard_enable=Y ES, thisis card memory address.

pccard_ifconfig="NO"



Specialized pccard ethernet configuration (or NO).

local_startup="/usr/local/etc/rc.d /usr/X11R6/etc/rc.d"
Local Startup Directories. During startup, FreeBSD searches certain directories and executes
any programsin them. Sort of like the ‘*startup’” foldersin Windows. Thel ocal _start up
option lets you specify which directories to search during startup. Multiple directories,

separated by spaces, can be listed. They will be searched in the order listed and every file will
be executed. Thisis an alternate approach to using/ et c/rc. | ocal to start programs.

21.2. Network configuration sub-section

Basic network options:
hostname="myname.my.domain”

# Set this!
nisdomainname="NQO"

Set to NISdomain if using NIS (or NO).
firewall="NO"

firewall type (see/etc/rc.firewall) or NO.
tcp_extensions=" YES®

# Allow RFC1323 & RFC1544 extensions (or NO).
network_interfaces=" 100"

# List of network interfaces (100 is loopback).
ifconfig_lo0="inet 127.0.0.1"

# default loopback device configuration.
ifconfig_lo0_alias0="inet 127.0.0.254 netmask Oxffffffff"

# Sample alias entry.
21.3. Network daemon (miscellaneous) & NFS options:
syslogd_enable="YES'

# Run syslog daemon (or NO).

sysogd flags=""



# Flagsto syslogd (if enabled).
inetd_enable="YES"
# Run the network daemon dispatcher (or NO).
inetd_flags=""
# Optional flags to inetd.
named_enable="NO"
# Run named, the DNS server (or NO).
named_flags=" -b /etc/namedb/named.boot"
# Flags to named (if enabled).
kerberos server _enable="NO"
# Run a kerberos master server (or NO).
rwhod_enable=" NO"
# Run the rwho daemon (or NO).
amd_enable="NO"
# Run amd service with $amd_flags (or NO).
amd_flags="-a/net -c 1800 -k i386 -d my.domain -I syslog /host /etc/amd.map"
Example
nfs_client_enable=" NO"
# Thishost isan NFS client (or NO).
nfs client_flags="-n 4"
# Flagsto nfsiod (if enabled).
nfs _server _enable="NO"
# Thishost isan NFS server (or NO).
nfs server flags="-u -t 4"
# Flags to nfsd (if enabled).

weak _mountd_authentication="NO"



# Running PCNFSD / other non-root nfsd (or NO).
nfs reserved_port_only="NQO"

# Provide NFS only on secure port (or NO).
rpc_lockd _enable="NO"

# Run NFS rpc.lockd (*broken!*) if nfs_server.
rpc_statd_enable="YES'

# Run NFS rpc.statd if nfs_server (or NO).
portmap_enable="YES"

# Run the portmapper service (or NO).
portmap_flags=""

# Flags to portmap (if enabled).
xtend_enable="NO"

# Run the X-10 power controller daemon.
xtend_flags=""

# Flagsto xtend (if enabled).

21.4. Network Time Services options:
timed_enable="NO"
Run the time daemon (or NO).
timed_flags=""
Flagsto timed (if enabled).
ntpdate_enable="NO"
Run the ntpdate to sync time (or NO).
ntpdate flags=""
Flags to ntpdate (if enabled).

xntpd_enable=" NO"



Run xntpd Network Time Protocol (or NO).
xntpd_flags=""

Flags to xntpd (if enabled).
tickadj_enable="NO"

Run tickadj (or NO).
tickadj_flags="-AqQ"

Flags to tickadj (if enabled).

21.5. Network Information Services (NIS) options:
nis_client_enable="NO"

We'rean NISclient (or NO).
nis client_flags=""

Flagsto ypbind (if enabled).
nis ypset_enable="NO"

Run ypset at boot time (or NO).
nis ypset_flags=""

Flagsto ypset (if enabled).
nis_server _enable="NO"

We're an NIS server (or NO).
nis server_flags=""

Flagsto ypserv (if enabled).
nis ypxfrd_enable=" NO"

Run rpc.ypxfrd at boot time (or NO).
nis_ypxfrd_flags=""

Flagsto rpc.ypxfrd (if enabled).

nis_yppasswdd_enable="NO"



Run rpc.yppasswdd at boot time (or NO).
nis_yppasswdd_flags=""

Flags to rpc.yppasswdd (if enabled).

21.6. Network routing options:
defaultrouter="NO"

Set to default gateway (or NO).
static_routes=""

Set to static route list (or leave empty).
gateway_enable="NO"

Set to YES if this host will be a gateway.
router_enable="YES"

Set to Y ES to enable a routing daemon.
router="routed"

Name of routing daemon to use if enabled.
router_flags="-q"

Flags for routing daemon.
mrouted_enable="NO"

Do multicast routing (see /etc/mrouted.conf).
ipxgateway_enable="NO"

Set to YES to enable IPX routing.
ipxrouted_enable="NO"

Set to YES to run the IPX routing daemon.
ipxrouted_flags=""

Flags for IPX routing daesmon.

arpproxy_all=



replaces obsolete kernel option ARP_PROXY _ALL.

21.7. System console options
keymap="NO"

keymap in /usr/share/syscons/keymaps/* (or NO).
keyrate="NO"

keyboard rate to: slow, normal, fast (or NO).
keybell="NO"

bell to duration.pitch or normal or visual (or NO).
keychange="NO"

function keys default values (or NO).
cursor="NQO"

cursor type { normal [blink|destructive} (or NO).
scrnmap="NQO"

screen map in /usr/share/syscons/scrnmaps/* (or NO).
font8x16="NO"

font 8x16 from /usr/share/syscons/fonts/* (or NO).
font8x14="NO"

font 8x14 from /usr/share/syscons/fonts/* (or NO).
font8x8="NO"

font 8x8 from /usr/share/syscons/fonts* (or NO).
blanktime="NO"

blank time (in seconds) or "NO" to turn it off.
saver="NQO"

screen saver: blank/daemon/green/snake/star/NO.

moused_type="NO"



See man page for rc.conf(8) for available settings.
moused_port="/dev/cuaal"

Set to your mouse port (required if mousetype set).
moused_flags=""

Any additional flags to moused.

21.8. Miscellaneous administrative options
cron_enable="YES'

Run the periodic job daemon.
Ipd_enable="YES"

Run the line printer daemon.
Ipd_flags=""

Flagsto Ipd (if enabled).
sendmail_enable="YES"'

Run the sendmail daemon (or NO).
sendmail_flags="-bd -q30m"

-bd is pretty mandatory.
savecore_enable="NO"

Save kernel crashdumps for debugging (or NO).
dumpdev="NO"

Device name to crashdump to (if enabled).
check_quotas="NO"

Check quotas (or NO).
accounting_enable="NO"

Turn on process accounting (or NO).

ibcs2_enable=" NO"



Ibcs2 (SCO) emulation loaded at startup (or NO).
linux_enable="NO"

Linux emulation loaded at startup (or NO).
rand_irqs="NO"

Stir the entropy pool (like"5 11" or NO).

21.9. Allow local configuration override at thevery end here

if [ -f /etc/rc.conf.local ]; then
. letc/rc.conf.loca
fi

22. Adding and Installing Software

Adding/installing software in FreeBSD is easy. FreeBSD maintains a set of "packages’ that are
pre-built, ready to run binaries of almost al the popular programs out there. If you have the CD set,
they are all on CD#1, which you can browse directly (there’ s adirectory called packages..), or use
the "/stand/sysinstall” tool, go to Post Configuration, and choose Packages. You'll get anicelittle
screen with all the packages categorized with a short description.

Often, you might want to f t p to ftp.freebsd.org to get the latest version of a package -
ftp://ftp.freebsd.org/pub/FreeBSD/packages-stable is probably where you want to look. If you
download a package, it will have a. t gz ending. Y ou don’'t need to manually untar/expand thisfile.
Just use the command pkg_add".

Ex: I’ ve downloaded the packages called spaz- 1. 32. t gz

® 1. sutoroot (you need to beroot to install packages)

® 2. pkg_add spaz-1.32.tgz

That'sit! Now the package isinstalled and setup on your system. If you' re using csh or tcsh, you
should typer ehash for your shell to rescan your system bin directories...

The package isregistered in the/ var / db/ pkg directory - you can cd to there and get a directory
listing to see what packages you have installed on your system. If you no longer want a package,
you can remove it with the pkg_del et e command: pkg_del ete spaz- 1. 32.t gz (from the
Ivar/db/pkg directory)

The FreeBSD ports system works exactly the same, with port registration making it easy to remove
things you don’t want afterwards.. The difference is that the ports are in "Source" form, and need to
be compiled. If you have an Internet connection up, and have the ports tree installed (you were
asked if you wanted it installed during the installation of FreeBSD) you cancd / usr/ports and
take alook around.

Say you wanted to install the port from the/ usr / port s/ net / spaz directory -



® 1. su root
® 2.cd /usr/ports/net/spaz

® 3. nmake

Note:

(-> at this point the make program will actually download the port for you!

® 4. make install (if the make above succeeded fine, you can "make install” to actually install
the fruits of your labour to the system bin/lib directories where it’s now ready to use

® 5. nake cl ean (if you want to save space and clean up the object files and such that were
created from the compile

Once again, you use the pkg_del et e programin/ var/ db/ pkg to remove the ports that you have
installed.
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23. Configuring Network Interfaces

A network interface is a device that allows you to communicate with your network. These devices
could be a network card, or amodem, or avariety of different pieces of equipment that allows
communication. These devices need to be configured so that the network knows who you are.
These interfaces will be configured to use TCP/IP networking protocols. Thisisusually setup in the
letc/rc.conf,oOr/etc/sysconfigif youhavea?2.2.1 or older system.

24. Introduction to TCP/IP



24.1. IP - Internet Protocol
24.2. TCP - Transmission Control Protocol

TCP/IP isthe protocol used for network communications by FreeBSD. Of course, TCP/IPisaso
the protocol used to communicate over the Internet, meaning FreeBSD can be used on the Internet
““out of the box’’. This chapter will attempt to give you a brief overview of the TCP/IP protocol,
and what you need to understand in order to configure your FreeBSD machine for use on a TCP/IP
network.

While we are going to give you enough of an introduction to TCP/IP in this book to get you up and
running, if you're in the position of maintaining a FreeBSD network (or any TCP/IP network for
that matter) you'll almost certainly need a better understanding of the TCP/IP protocol. TCP/IPisa
large enough protocol that one could devote an entire book to it, and indeed many people have! An
excellent book on the subject (IMHO) is TCP/IP Network Administration by Craig Hunt. Published
by O’ Reilly and Associates. This book gives amore in depth overview of TCP/IP and covers many
of the common Unix services that we touch upon in this book. While the material is somewhat out
of date when it concerns configuration files and so on, you'll find that the concepts are still
perfectly conveyed. If you're interested in the guts of the protocol itself, Richard Stevens has three
entire volumes written about TCP/IP starting with the theoretical and moving towards more
practical knowledge. TCP/IP Illustrated is published by Addison Wesley.

Note:

Although FreeBSD can also use the Apple-talk and IPX/SPX (Novell) protocols, this
isn’t the norm and for this reason we'll focus on TCP/IP as the protocol of choice for
FreeBSD. The Applications section of this book will look at using FreeBSD as a
replacement Apple and Novell File/Print server - we'll discuss how to turn on the
appropriate protocols there.

The first thing you need to know about TCP/IPisthat it is actually a suite of protocols. Together,
this suite of protocols lets us send data from one computer to another -- a source to a destination --
without having to specifically know the exact path the datawill take on itsjourney. There are three
important components that you need to know: 1P, TCP, and UDP.

24.1. |IP - Internet Protocol

Essentially, IP makes packets. What' s a packet? A packet isasmall “*unit’’, or **package’’ of data.
The easiest way to understand what a packet is, and how IP makes packets, isto look at an
example. Let’s say you have a 200K file you wish to send over the Internet to afriend. You can
think of thisfileasa'‘stream’” of data - the file has a beginning, and a sequential set of bytes (200
thousand of them in this case) all the way up to the end of the file. Any continuous set of datalike
thisis called a stream, due to the directional nature of the data. The most important thing to realize
about a data stream is that the order that the bytesarein is critical. What |P doesis break this
continuous stream of data up into discrete packages (*‘ packets'’) that can be delivered
independently. IP chops this data stream up into packets, wraps each packet to make it suitable for
delivery over the Internet, and labels the packet with a source and destination address.



Drata Stream IP

Internet Packets

24.2. TCP - Transmission Control Protocol

What | didn’t tell you before about IP isthat, oddly enough, IPisnot reliable. IP doesn’t guarantee
that a packet will reach its destination, or that a collection of packets that represent asingle
coherent data stream will arrive in the correct sequential order. That’s where TCP comesin. TCP
puts the packets in their correct order and makes sure all the packets arrived at the destination.
Without TCP, IP would be nearly useless! | guess that’s why they call the suite TCP/IP!! :-)

Hidden in the address information of each packet is a sequence number. |P increments the sequence
number as it sends each packet out, and TCP uses these sequence numbers to reassembl e the
packets in the correct order when they arrive at the destination. TCP aso uses the sequence number
to determineif any packets are missing. If a particular packet does not show up (it was incorrectly
routed, etc.) TCP requests the packet from the source again. It will keep trying until it has all the
packets that make up a data stream. Hence, TCP makes the TCP/IP packet delivery mechanism
“reliable’”.

TCP adds another layer of functionality that I P itself doesn’t provide: ports. |P numbers specify
individual computers on the network, whereas TCP port numbers specify services on that particular
computer. Port numbers allow you to have many services running at once, and have a mechanism
for making sure requests get to the correct service. The example you are perhaps most familiar with
isaweb server. WWW servers typically run on port 80. The standard notation for representing a |P
number and Port number combination isip:port - for example, 192.168.1.100:80 . TCP lets us send
a packet intended for the web server, and a packet intended for the telnet server (port 23) to the
same host |P number simultaneously. Great! For the record, port numbers range from 0 - 65000. All
ports below 1024 are restricted, meaning that only root has the privilege of starting a service which
listens on a port less than 1024. Anything above 1024 is fair game for any user process to use - no
root privileges are required.

25. Inetd, The''Super’’ Server

Aswe discovered earlier, a FreeBSD system can run many programs simultaneously - such isthe
case for a FreeBSD network server; it will run a program for each service you wish to provide. The
problem is, each service eats up a chunk of memory - and memory is always in demand (not to
mention expensive!). The solution isto only start a service when it has a pending request, and to
terminate it when areply is sent to the client making the request. So how does a service know when
to wake up?

That'swherei net d comesin. It's called the Internet ** super-server’’ since it controls many of the
Internet services available on atypical Unix host. i net d monitors the port numbers of al requests
that come to a server. When arequest comesin, i net d looksin/ et c/ servi ces for the name of the



service. As we can see below, the servicesfile is asimple mapping of port numbers to service
names:

Next, after i net d has the name of the service to start, it looksin its configuration file,
/ etc/inetd. conf to get setup information. The config file looks like this:

mark {114} home/ mark./Fre head Jeto/inetd,conf
#
# Internet server configuration database

@{#rinetd,conf 5.4 {Berkeley

The general format of thefileisasfollows:

® service name

® socket type

® protocol

® {wait|nowait}[/max-child]
® user

® server program

@ server program arguments

Let’stake acloser look at one of the lines and see what this all means.
telnet streamtcp nowait root /usr/libexec/telnetd tel netd

Thefirst field, t el net , isthe name of the service. This name must match exactly the name found in
/ et ¢/ servi ces. The second and third fields, st r eam t cp, describes the kind of connection the
service will make. In this case, t cp will handle the packet ordering so that the downloaded
information appears to be a steady stream of error-free data. The only other option for thisfield,



dgr am udp, specifies that UDP, not TCP, will handle the packet ordering (the so called
““unreliable’’ datagram form of TCP/IP).

The fourth field, nowai t tellsthe service to spawn itself for each service request that comes to the
server - even if one instance of the program is already running. The other option, wai t saysto run
the programs sequentially, waiting for the first program to finish before staring up another instance.

Thefifth field, r oot , specifies the user ID used to run the service. The majority of programs started
fromi net d run asthe user ‘‘root’” or ‘‘nobody’’ The remaining fieldstell i net d where to find the
program, and any arguments that are required (in the case of telnet, no arguments are present).

Sidebar:

The disadvantage of running programs through i net d isthat it isn't too efficient for
services that are constantly being run, perhaps once a second, or even hundreds of
times per second. Why is that you ask? Well, athough running a program through

i net d generally reduces the amount of memory used, it introduces a penalty in that it
must ‘‘fork’’ the program each time arequest comesin. ‘‘fork’ simply means that

i net d starts anew process for the service. We won't get into the technical details of
the overhead required to fork aprocess. Let’s just say that thereis an overhead, and
under a busy system is enough to cause a considerable slow down. For this reason,
some services arerun as ‘‘daemons’’ instead of throughi net d. How you decide to run
a service depends entirely on what you feel isimportant. If performanceis critical, run
the program as a daemon. If you want to reduce memory usage, run the program
through thei net d super-server. Typicaly, FTP, finger, talk, POP3, and telnetd are run
through thei net d server, but things such as web servers and the mail delivery server
(sendmai |, usualy) are run as daemons. Web servers like the NCSA and Apache
servers even go through the trouble of ‘‘pre-forking’’ severa copies of themselvesto
eliminate the overhead of forking under large numbers of requests! If you install a new
service, the documentation that comes with the program will generaly give tipson
which approach is best for that particular application.

26. File Transfer Protocol

Not Y et Scheduled

27. Emall

Not Y et Scheduled

28. POP3 Email

Not Y et Scheduled

29. Windows File Sharing; SAMBA



if you areinstalling from the portsit installs everything to/ usr /1 ocal / sanba/ The binary files are
stored in the bi n directory. The config fileislocated in1 i b/ snb. conf

if you are installing from a package it installs stuff to/ usr/ 1 ocal / sbi n and the config fileisin
/usr/ 1 ocal /etc/snb. conf You will need to read the man page on smb.conf to understand how to
create the smb.conf configuration file. The Documentation on snb. conf isextremely well written
and comprehensive. Everything you could possibly put in the configuration file isincluded in that
man page. To read it, type:

man snb. conf

Uset est par mto check your config file. t est par mwill also tell you where Sambais looking for
your default config file.

No matter which way you installed samba, you will need to modify your /et c/rc. 1 ocal fileto
start Samba at boot up. To do this, include these linesin yourr c. | ocal file:

lusr/local/shin/smbd -D /usr/local/shin/nmbd -D

30. Web Servers

Not Y et Scheduled

31. NFS- Network File System

Coming soon... NFSlets client Unix machines mount remote file systems as if they were local.

32. NIS- Network Information System

Coming soon.. NIS lets you distribute user, group, and other information to Unix clients from a
centralized server. Typically used in conjuntion with NFS

33. Setting up A Domain Name Server.

First off you have to have avalid domain name to use. The place that your domain is registered
with needs to point at the |P address of your primary DNS Machine. This should all be taken care
of by INTERNIC or the DNS one level above you.

If you are setting up a sub-domain, you will need to create a mapping in your zone pointing to the
primary DNS for that domain.

First:
Inthe/etc/sysconfigfile orinthenew/etc/rc. conf, Add theline:

nanedf | ags="-b /et c/ namedb/ naned. boot "

Thiswill start the **Name Daemon’’ at boot up and set it to read the file/ et ¢/ namedb/ naned. boot



asthe configuration file.

Now you need to cd to the/ et ¢/ namedb/ directory.
Now type:

sh make-| ocal host

Thiswill createthel ocal host . rev inthat directory. Thisfileis necessary for al local traffic to be
properly dealt with.
Now create or edit the file naned. boot

++++++++++++++NAVED. BOOT EXAMPLE ++++++++++++++++++++

;sem colons comment out statnments.

; sortlist 128.3.0.0

; The sort list gives higher priority to certain donains in the case
;of multi-honed hosts.

directory / et c/ nanmedb

; this denotes the directory that naned should |ook to find all of the
; source files

; type domai n source host/file backup file
cache . named. r oot

; named keeps a cache of recently | ooked up hostnane in the file nentioned.
primary 0.0.127.1 N- ADDR. ARPA | ocal host.rev

; this is the local host entry needs to be there. Usually automati c.

primary Berkel ey. EDU your . donmi n. zone
primary 32.128.1 N ADDR. ARPA your . domai n. r ev

; These lines are a pair. They represent the primary domain you contro

; The first one is your donmain and the second is the reverse | ookup table.
; You need to have each DNS entry entered in to both files.

; You will need a pair of primary lines for each prinmary domain that

; you admi ni ster.

secondary Ber kel ey. EDU 128.32.130. 11 128.32.133.1 ucbhost s. bak
secondary 32.128.1 N-ADDR. ARPA  128.32.130.11 128.32.133.1 ucbhosts. re\

; These lines are a pair also. They represent the dommins that you are
; interested in knowi ng about if their DNS goes down. O you nmay just be
; the back up DNS for them

; Instead of source files, you specify the host that is the prinmary DNS
; for that domain. You must also specify that filenanme that named will
; store the tenporary table in.

; You need a pair of these lines for each of the Domains that you are

; a secondary DNS for

++++++++++++++++++++++End Exanpl e Named. boot Fi | e++++++++++++++++++

If you had the domain ‘*my.domain.com’’, the IP Address range 10. 20. 40. 0 - 10. 20. 40. 255,



and wanted to be the primary DNS for it, you would put thisline in your named. boot file:

primary my.donmain.com ny. domai n. com zone

primary 40.20.10.1 N ADDR. ARPA ny. domai n. com rev

Now you have to make the primary source file. Create afile called
/ et ¢/ nanmed/ your . domai n. zone Substitute you actual domain name. It must match the filename
specified in the primary entry of naned. boot

Hereis an example of such afile.

I'N soa bbcc. ctc. edu. root. bbcc. ctc. edu. (
28 ;serial
10800 ;refresh every 3 hours
900 ;retry every 15 mnutes

604800 ;expire after a week
86400 ; minimum of a day

)

I'N NS bbcc. ctc. edu.

IN NS ctc.ctc. edu.

IN NS bb. cc. wa. us.
bbcc. ctc. edu. I'N A 134. 39. 180. 254
mai | I'N CNAMVE bbcc. ctc. edu.
VW IN CNAMVE bbcc. ctc. edu.
irc IN CNAME bbcc. ctc. edu.
bi gbend. ct c. edu. I'N CNAME  bbcc. ctc. edu.
at hena I'N A 134. 39.180.5

I N HI NFO intel 586-133 wi nnt
proto I'N A 134.39.180.6
ari es I'N CNANMVE bb. cc. wa. us.
sal I'N A 134. 39.180. 8
di al up3 I'N A 134. 39. 180. 252

;end of file.

5) Now you have to make the primary reverse lookup file. Create afile called
/ et ¢/ named/ your . domai n. rev

Substitute your actual domain name. It must match the filename specified in the primary entry of
naned. boot

Hereis an example of such afile.

I'N soa bbcc. ctc. edu. root. bbcc. ctc. edu. (
28 ;serial
10800 ;refresh every 3 hours
900 ;retry every 15 mnutes

604800 ;expire after a week
86400 ; mi ni mum of a day

)
8 I'N PTR sal . bbcc. ctc. edu.
252 I'N PTR di al up. bbcc. ctc. edu.

34. Router / GateWay

Not Y et Scheduled



35. Firewall

Not Y et Scheduled

36. |IP Network Address Trandation

36.1. 1)Loading the Kernel Module

36.2. 2) Setting up the NAT Rules

36.3. 3) Loading the NAT Rules:

36.4. 4)Enable Routing between interfaces.

36.5. 5) Satic Routes to Subnet Ranges

36.6. 6) Make sure that you have your interfaces configured.

After you have installed IpFilter: You will need to change three files:

/etc/rc. | ocal
/etc/sysconfig

/etc/natrul es

Thiswas tested using ipfilter 3.1.4 and FreeBSD 2.1.6-RELEASE

36.1. 1)LoadingtheKernel Module

If you are using aKernel Loadable Module you need to edit your /et c/rc. | ocal file andload
the module at boot time.

usetheline: nodl oad /1 kmif_ipl.o

If you are not loading a kernel module, skip this step.

36.2. 2) Setting up the NAT Rules

Make afilecalled/ et c/ nat rul es put in the rules that you need for your system. If you want to use
the whole 10 Network. Try:

map fxpO 10.0.0.0/8 -> 208.8.0.1/32 portmap tcp/udp 10000: 65000

Hereis an explanation of each part of the command:
map starts the command.

f xp0 isthe interface with the real internet address.
10.0.0.0 is the subnet you want to use.

/8 isthe subnet mask. ie 255.0.0.0

208.8.0.1 isthereal IP address that you use.



/132 is the subnet mask 255.255.255.255, ie only use this | P address.
portmap tcp/udp 10000:65000

tellsit to use the ports to redirect the tcp/udp calls through The one line should work for the whole
network.

36.3. 3) Loadingthe NAT Rules:

The NAT Rules will need to be loaded every time the computer reboots. Inyour / etc/rc. | ocal
put theline: i pnat -f /etc/natrules

To check and seeif it isloaded, asroot type: i pnat -1s

36.4. 4)Enable Routing between interfaces.

Tell the kernel to route these addresses. Inthe/ et ¢/ rc. conf put theline
Gat eway=YES

Or configure it by had by putting thislineinthe/etc/rc. 1 ocal file:

sysctl -w net.inet.ip.forwardi ng=1

36.5. 5) Static Routesto Subnet Ranges

Now you have to add a static routes for the subnet ranges. Edit your / et ¢/ r c. conf , or on an older
system, your / et ¢/ sysconf i g to add them at bootup.

static_routes="foo" route foo="10.0.0.0 -netnmask O0xf0000000 -interface 10.0.0.1"

36.6. 6) Make surethat you have your interfaces configured.

| have two Intel Ether Express Pro B cards. Oneison 208.8.0.1 The other ison 10.0.0.1 Y ou need
to configuretheseinthe/ et c/ sysconfi g

networ k_i nterfaces="fxp0 fxpl"
i fconfig fxp0O="inet 208.8.0.1 netnmask 255. 255. 255. 0"
i fconfig fxpl="inet 10.0.0.1 netmask 255.0.0.0"

Note:

When using ftp from a client computer on the virtual network, you will need to use
passive mode. Otherwise, it will time out trying to get adirectory listing.




Setting up the X Window System

37. Installing the X binaries

38. Configuring X for your Hardware
39. Choosing a X window manager
40. Installing X programs

41. Tipsand Tricksfor X

37. Ingtallingthe X binaries

Before X can be run, the X Window System needsto be installed. There are many different X
Window Systems that you can get, however only XFree86 is available for Free. XFree86 is
available on the FreeBSD CD, from the FTP site or directly from www.xfree86.org. From here on
out, | will refer to XFree86 as X or the X Window System. Installing the X Window System can
require a signifigant amount of disk space.

The X Window System can be installed during aregular FreeBSD instal, or done after the system
isup and running. X isincluded in several of the Distribution Sets provided in the FreeBSD install.
Theseinclude

® X User

® X Developer

® Everything

If you have installed one of these Distribution Sets, the X System is on your hard drive and you can
skip ahead to configuration.

During a Custom Install, you can select the X Window System as part of the normal install
procedure. If you don't install a Distribution Set that contains the X Window System, you have a
second chance to install it during the post-install configuration menu. To install X from the
post-install configuration menu, select Di st ri buti ons and chosethe X W ndow Di st ri buti on.

If your system is already running, you can install X from the ports collection. Y ou will need to be
root to do this:

® cd/usr/ports/x11/ XFree86
® thentypenake install.

The program will be downloaded from the FTP site and then compiled and installed. This may take
awhile depending on the speed of your computer.

If neither of these methods are appealing, you can download the source code directly from
www.xfree86.org and compile and install it yourself. Good Luck.

38. Configuring X for your Hardware



38.1. xf86config
38.2. XF86Setup

Before you can configure X to use your hardware, you need to know what your hardwareis. There
are three things you absolutely have to know (or at least be able to guess correctly):

® The type of mouse and where its connected. (ie. PS/2 or Serial on COM 1)

® The brand of video card you have. (Needs to be a supported type.)

® The horizontal and vertical sync limits of your monitor.(Found in your monitor manual.)
If you know these three things, setting up X iseasy. Therest isjust a matter of personal taste and
geographic/language requirements. Once you have obtained this data, you will need to run either

the text based config program (xf 86conf i g), or the graphical config program (XF86Set up). You do
not need to run both.

38.1. xf86config

xf 86confi gislocatedin/usr/ X11R6/ bi n/ . If that is part of your path, you can just type
xf 86conf i g and begin the configuration. Otherwise, you can type/ usr/ X11R6/ bi n/ xf 86confi g.
Y ou need to be root to do this.

Thefirst thing it is going to ask you is which kind of mouse you have attached to the computer:

First specify a nouse protocol type. Choose one fromthe following list:

M crosoft conpatible (2-button protocol)
Mouse Systens (3-button protocol)

Bus Mouse

PS/ 2 Mouse

Logi tech Mouse (serial, old type, Logitech protocol)
Logi tech MouseMan (M crosoft conpati bl e)

MM Seri es

MM Hi t Tabl et

M crosoft Intelli Muse

CoNoGTAWNE

Select 1 - 9 based on which type of mouse you have. If you select a mouse that has 3 buttons, it will
ask you if you want to enable the center button, its called ChordMiddle:

Pl ease answer the followi ng question with either "y’ or 'n'.
Do you want to enabl e ChordM ddl e?

If you don’t enable the Middle Button, it will ask you if you want to emulate the middle button.
With the 3 button emulation enabled, if you press both mouse buttons simultaneously, X will
pretend that you have pressed the center mouse button.

Pl ease answer the followi ng question with either 'y’ or 'n'.
Do you want to enabl e Enul at e3Buttons?

Next it wants to know where the mouse is plugged into.

Now give the full device nane that the nouse is connected to, for exanple
/dev/tty00. Just pressing enter will use the default, /dev/nouse.



Mouse devi ce:

A mouse is usually plugged into either COM 1, COM?2, or the PS/2 Port.
® /dev/ttyd0 (COM1)
® /dev/ttydl (COM2)
® /dev/psmO (PS/2 Port)

Now it will ask you if you need to be able to re-map keyboard keys. If you don’t know, just press
ENTER

Pl ease answer the followi ng question with either "y’ or 'n'.
Do you want to use XKB?

Thisif for specia language support, if you speak only English, just press ENTER.

If you want your keyboard to generate non-ASCI| characters in X, because
you want to be able to enter | anguage-specific characters, you can
set the left Alt key to Meta, and the right Alt key to MddeShift.

Pl ease answer the followi ng question with either 'y’ or 'n'.
Do you want to enabl e these bindings for the Alt keys?

These are the Horizontal Refresh rates found in your Monitor manual. #2 is pretty safe if you don’t
know what your monitor does.

hsync in kHz; nonitor type with characteristic nodes
31.5; Standard VG, 640x480 @60 Hz
31.5 - 35.1; Super VGA, 800x600 @56 Hz
31.5, 35.5; 8514 Conpatible, 1024x768 @87 Hz interlaced (no 800x600)
31.5, 35.15, 35.5; Super VGA, 1024x768 @87 Hz interlaced, 800x600 @ 56
5 - 37.9; Extended Super VGA, 800x600 @60 Hz, 640x480 @72 Hz
.5 - 48.5; Non-Interlaced SVGA, 1024x768 @60 Hz, 800x600 @72 Hz
31.5 - 57.0; Hi gh Frequency SVGA, 1024x768 @70 Hz
5 - 64.3; Mnitor that can do 1280x1024 @60 Hz
.5 - 79.0; Mnitor that can do 1280x1024 @ 74 Hz
31.5 - 82.0; Munitor that can do 1280x1024 @76 Hz
Enter your own horizontal sync range

RPOOWO~NOOITAWNE
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Enter your choice (1-11):
Y ou need to enter the Vertical refresh rate of your monitor. #2 isavery common SV GA setting.

50-70

50- 90

50- 100

40- 150

Enter your own vertical sync range

abhwNE

Enter your choi ce:

Answer y to this next question and find your card in the card database.
Do you want to |look at the card dat abase?

On the Left is the name of the card, and on the right is the card chipset.

0 2 the Max MAXCol or S3 Tri 064V+ S3 Tri 064V+
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928Mbovi e S3 928

AGX (generic) AGX- 014/ 15/ 16
ALG 5434(E) CL- GD5434
ASUS PCl - AV264CT ATI - Mach64
ASUS PCl - V264CT ATl - Mach64
ASUS Vi deo Magi ¢ PCl V864 S3 864
ASUS Vi deo Magi ¢ PCl VT64 S3 Tri 064
ATl 3D Pro Turbo ATI - Mach64
ATl 3D Xpression ATI - Mach64
ATl 3D Xpressi on+ PC2TV ATI - Mach64
ATl 8514 Utra (no V&) ATI - Mach8
ATl Al -in-Wnder ATI - Mach64
ATl Graphics Pro Turbo ATI - Mach64
ATl Graphics Pro Turbo 1600 ATI - Mach64
ATl Graphics Utra ATl - Mach8
ATl Graphics Utra Pro ATI - Mach32
ATl Graphics Xpression with 68875 RAMDAC ATI - Mach64

Enter a nunber to choose the corresponding card definition.
Press enter for the next page, q to continue configuration.

Theterm X server used in this next section makes more sense if you think of it as**video card
driver’” instead. The driver suggested by the card database definition will always perform better.
However if the card is not in the database, choose the next best card driver. #5 will contain the X
server suggested by the card definition.

1
2

The XF86_Mno server. This a nmonochrone server that should work on any
VGA-conpati bl e card, in 640x480 (nore on sone SVGA chi psets).

The XF86 VGAL16 server. This is a 16-col or VGA server that should work or
any VGA-conpati bl e card.

The XF86_SVGA server. This is a 256 color SVGA server that supports

a nunber of SVGA chipsets. On sone chipsets it is accel erated or
supports hi gher col or depths.

The accel erated servers. These include XF86_S3, XF86 Mach32, XF86_ NMachs,
XF86_8514, XF86_P9000, XF86_AGX, XF86_WB2, XF86_Mach64, XF86_I| 128 and
XF86_S3V.

These four server types correspond to the four different "Screen" sections i
XF86Config (vga2, vgal6, svga, accel).

5

Choose the server fromthe card definition, XF86_ S3.

Wi ch one of these screen types do you intend to run by default (1-5)?

If you don’t know about symbolic links, just say 'y’

Pl ease answer the followi ng question with either "y’ or 'n'.
Do you want nme to set the synbolic |ink?

If you don’t know, just press ENTER. It is automatically autodetected.

How rmuch vi deo nenory do you have on your video card:

OO, WNE

256K
512K
1024K
2048K
4096K
O her

Enter your choi ce:



Unless the card definition tells you what to put, just press’q’.

1 ATT 20C490 (S3 and AGX servers, ARK driver) att20c490
2 ATT 20C498/21C498/ 22C498 (S3, autodet ect ed) att20c498
3 ATT 20C409/20C499 (S3, autodetected) att20c409
4 ATT 20C505 (S3) att 20c505
5 BrookTree BT481 (AGX) bt 481

6 BrookTree BT482 (AGX) bt 482

7 BrookTree BT485/9485 (S3) bt 485

8 Sierra SC15025 (S3, AGX) sc15025

9 S3 GenDAC (86C708) (autodetected) s3gendac
10 S3 SDAC (86C716) (autodetected) s3_sdac

11 STG 1700 (S3, autodetected) st gl1700

12 STG 1703 (S3, autodetected) st g1703

The card definition has Randac " bt 485"

Enter a nunber to choose the correspondi ng RAVDAC
Press enter for the next page, g to quit wi thout selection of a RAMDAC

Unless the card definitions tells you which to pick, just press ENTER.

1 Chrontel 8391 ch8391

2 |1 CD2061A and conpati bl es (1 CS9161A, DCS2824) i cd2061a
3 1CS2595 i cs2595
4 1CSb342 (simlar to SDAC, but not conpletely conpati bl e) i cs5342
5 1CS5341 i cs5341
6 S3 GenDAC (86C708) and | CS5300 (autodetected) s3gendac
7 S3 SDAC (86C716) s3_sdac
8 STG 1703 (aut odet ect ed) stgl1703
9 Sierra SCl1412 scl1412
10 TI 3025 (autodetected) ti 3025
11 TI 3026 (autodetected) ti 3026
12 1 BM RGB 51x/52x (autodetected) i bm r gh5xx

The card definition has d ockchip "icd2595"

Just press enter if you don't want a Cl ockchip setting.
What C ockchip setting do you want (1-12)?

Unless the card definition says Not to, go ahead and pressy.

You nust be root to be able to run X -probeonly now.

The card definition says to NOT probe cl ocks.
Do you want ne to run ' X -probeonly’ now?

These arethe list of resolutions that you can switch between. The defaults usually work. Unless you
want to change these, just press ENTER.

Currently it is set to:

" 640x480" "800x600" "1024x768" "1280x1024" for 8bpp
"640x480" "800x600" "1024x768" "1280x1024" for 16bpp
"640x480" "800x600" "1024x768" "1280x1024" for 24bpp
" 640x480" "800x600" "1024x768" for 32bpp

Note that 16, 24 and 32bpp are only supported on a few configurations.
Modes that cannot be supported due to nonitor or clock constraints wll
be automatically skipped by the server



Change the nodes for 8pp (256 col ors)

Change the nodes for 16bpp (32K/ 64K col ors)

Change the nodes for 24bpp (24-bit col or, packed pixel)
Change the nodes for 32bpp (24-bit color)

The nodes are OK, conti nue.

ObrwWNE

Enter your choi ce:
Y ou need to pressy hereto save your configuration.

| amgoing to wite the XF86Config file now. Make sure you don’t accidently
overwrite a previously configured one.

Shall | wite it to /etc/ XF86Config?

38.2. XF86Setup

39. Choosing a X window manager

39.1. twm

39.2. fvwm

39.3. fvwm95
39.4. enlightenment
39.5. windowmaker
39.6. kde

39.1. twm

The window manager is setup by default. Its not very user friendly and has no s upport for virtual
desktops.

39.2. fvwm

fvwm has nine virtual desktops, awindow 3.1 look and feel, and is currently use d for the new
Novell 5 server desktop.

39.3. fvwm95

Looks like Windows 95 with all the fvwm toolbars. Very stable and has nine virt ual desktops.

39.4. enlightenment

A redllly cool looking desktop. Has support for pluggable desktop themes, such as‘‘aliens’”.
Supports four virtual desktops. Not the most stable yet.

39.5. windowmaker

Allows you to create and delete virtual desktops on demand.



39.6. kde

kde is a complete desktop environment. It comes complete with all its own utilities and programs.
Therefore its HUGE, but versitile and easy to setup.

Toinstall cd /usr/ ports/x11/ kde make i nstal

40. Installing X programs

Netscape

Staroffice

41. Tipsand Tricksfor X

® ctrl + alt + backspace
Close X and return to the shell
® ctrl + alt + keypad plus
Change screen resolutions to the next one in the list.
® ctrl + alt + keypad m nus
Change screen resolutions to the previous one in the list.
® ctrl + alt + F1
Switch out of X to ttyv0
® alt + F4

Switch back to X from the tty’s (provided X is on ttyv4)
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42. Setting up Printing Services
43. User Administration
44. System Administration

42. Setting up Printing Services

There are three steps to setting up printing services:



1. Editthe/ et c/ print cap and make an entry for the printer.
2. Create aspool directory for | pd to store print jobsin.

3. Starttheline printer daenonl pd

Information about what printers are available to print from is contained in thefile/ et ¢/ pri nt cap.
FreeBSD can print to printers connected to any valid port on the server, both parallel and serial. It
can also print to any TCP/IP capable printer, such as those attached to other FreeBSD Boxes, and
those attached to network printing devices, like Jet Direct cards.

Hereisthe standard/ et c/ pri nt cap file:

@ #) printcap 5.3 (Berkel ey) 6/30/90
$ld: printcap,v 1.5 1996/10/13 16:52:33 joerg Exp $

This enables a sinple local "raw' printer, hooked up to the first
parallel port. No kind of filtering is done, so everything you
pass to the "l pr" conmand will be printed unnodified.

Remenber, for further print queues you re going to add, you have to
chose different spool directories (the "sd" capability bel ow),
ot herwi se you will greatly confuse | pd.

For sonme advanced printing, have a |l ook at the "apsfilter" package.
It plugs into the Ipd system allowing you to print a variety of
different file types by converting everything to PostScript(tm
format. If you don’t have a PostScript(tm printer, don't panic,
but do also install the "ghostscript" package.

Do also refer to section 7 (Printing) of the handbook. A |ocal copy
can be found under /usr/share/doc/handbook/ handbook. {htm ,latinl}.

THHHFEHFHFEHFHEHFEHFHEHFHERHFREE R

p|local line printer:\
21 p=/dev/| pt0: sd=/var/spool /output/Ipd:|f=/var/log/lpd-errs:

Sanple renote printer. The physical printer is on machine "l phost".
NB: you cannot performany kind of local filtering directly. |If

you need local filters (e.g. LF -> CR-LF conversion for HP printers),
create a filter script that recursively calls Ipd with another -P
argunent after filtering.

renote| sanple renote printer:\
s rnel phost : sd=/var/ spool / out put/| phost: | f=/var/l og/| pd-errs:

HHHEHFFEHHRER

Theline

I p|local line printer:\
21 p=/dev/| pt0: sd=/var/spool /output/I pd: | f=/var/log/| pd-errs:

from the above file, enables the default generic printer attached to/ dev/ | pt 0. (Sameas LPT1 on
DOS systems)

For aprinter to print, it needs a spool directory, or a place to temporarily store thefileit is printing.
Thisis sometimes called a queue; a print queue. When a print job is sent, but cannot be printed, it
will be placed in this directory as afile. As soon asthe printer is available, it will be sent to the
printer. The spool directory in the example aboveis/ var/ spool / out put /| pd



Note:

Post script printers are just like regular printers. Nothing special isrequired to set them
up. Setting up a Non-post script printer to accept post script documents requires the
a2ps or apsfil t er package from the ports/packages collection

Also reference the man pagesfor: Ipd Ipr [pc pr

43. User Administration

43.1. Deleting Old Users

43.2. Moving Home Directories
43.3. vipw; chpass,

43.4. Managing Groups, /etc/group

43.1. Deleting Old Users

Deleting usersin FreeBSD is super simple thanks to the handy program r nuser . All you do istype
rmuser user name, where username is the name of the user who is about to be nuked.

rnuser basicaly does four things for you:

1. Removes the user’ s home directory, asit is defined in the password file. Usually, thiswill be
/home/user name.

2. Removes the user’s mail spool. Thisislocated in /var/mail/username

3. Removes the user from any groups they are present in. Groups are stored in /etc/group.

4. Removes the user from the password file, /etc/passwd

It's good to know the steps that are involved in cleansing a user from your system. If you're a
system administrator, it will often be necessary to temporarily remove users from a system by
preventing them from logging in. You can do this by simply editing the password file with vi pw

and placing a# at the front of their encrypted password. When you want to reinstate the user you
just remove the # sign!

43.2. Moving Home Directories

Not Y et Scheduled
43.3. vipw; chpass,
Not Y et Scheduled

43.4. Managing Groups, /etc/group



Not Y et Scheduled

44, System Administration

44.1. booting -c or -s
44.2. File Systems, mount; fsck; fdisk; umount
44.3. MAKEDEYV; tar; cron;

44.1. booting-cor -s

Not Y et Scheduled

44.2. File Systems; mount; fsck; fdisk; umount

Not Y et Scheduled

44.3. MAKEDEV:; tar; cron;

Not Y et Scheduled

45. FreeBSD As A Dialup Server
46. FreeBSD asa LAN Server

45. FreeBSD AsA Dialup Server

45.1. Installing a Modem *
45.2. Configuring the modems
45.3. Multiport modem boards.*
45.4. pppd

45.1. InstallingaModem *
45.1.1. Pre-Install

45.1.2. Install Hardware.
45.1.3. Configuring a Modem IRQ/COM Port and Device Driver

45.1.1. Pre-Install
Before you install the modem in your computer, you need to know afew things:

1. The COM port the modem is currently on.



6.

7.

There are 4 COM ports available on a standard Computer. The Mouse will usualy take up the
first one; unless you have a PS/2 Mouse.

How to Change the COM ports on the Modem.

Most Modems come with Jumpers on the board that you can change, however some of the
new ones are Plug N Play.

What the IRQ setting currently is.

There are 15 IRQ setting available, but most of them are already in use. Commonly you can
assign IRQ’'s 3,4,5,9, and 10.

How to Change the IRQ setting.

Aswith COM Ports, most Modems come with Jumpers on the board that you can change,
however some of the new ones are Plug N Play.

What Speed the Modem is.

Usually it will be a 14,400 Bps, 28,800 Bps, or 33,600 Bps. There are afew new ones that run
at 56,700 Bps or higher.

What COM ports are available in your Computer.

What IRQ’s are available in your Computer.

Now you want to select an IRQ and a COM port that is available in your computer and set the
modem jumpers to match it.

45.1.2. Install Hardware.

Now we need to install the Modem in your Computer.

1

2.

5.

6.

Shutdown FreeBSD; type: shut down -h now as root.
Turn off Computer and unplug it. (just to Be safe)
Remove Cover

Install Modem; Make sure the modem is securely seated in slot and the retaining screw is
tight.

Plug Phone Cord into Modem.

Replace cover; plug it in and turn it on.

Now your Modem isinstalled.

45.1.3. Configuringa Modem IRQ/COM Port and Device Driver



Turn on your Computer and Boot to FreeBSD with the -c Option. If your computer is aready on,
you will need to reboot it. At start-up, you will see the Boot: prompt; type - ¢ and press ENTER.

>> FreeBSD BOOT @ 0x10000: 639/31744 K of Menory
Usage: [[[0:]1fd](0,a)]/kernel][-abcCdghrsv]

Use 1:sd(0,a)/kernel to boot sdO if it is BIOCS drive 1
Use ? for file list or Enter for defaults

Boot: -c

Now it should start booting and take you to aconf i g> prompt. Here you need to type vi sual

45.2. Configuring the modems

Not Y et Scheduled

45.3. Multiport modem boards.*
BocaBoard 16 Port

In order to use a Multi port board, you need to modify your kernel. If you have never built your
own custom kernel, see the directions on Creating Custom Kernels in the Basic FreeBSD
programming section.

In your Custom Kernel Config File, add the following line at the top of the document:

options COM_MULTI PORT #Mul ti-Port Support

Next you need to add support for the extra COM ports. Each new COM port needsto have a
"device" entry in the Kernel Config File or the Kernel will not be able to recognizeit asavalid
piece of hardware. BOCA Multi-port boards use a shared IRQ.

Y ou will need to specify the Port memory starting address and the IRQ of the card using the
jumpers found on the card. Follow the instructions provided by BOCA for the card that you use.

A BOCA 8 port board will not work because it doesn’'t have the modem control capabilities. Y ou
will aso need to buy db25 to rj45/10 connectors to connect from the BOCA breakout box to the
external modems.

Y ou will need to add the following to your Kernel Config File, assuming that your starting port
address is 100h and the IRQ is 12.



device

#device
#device
#device

device =iol
device =icZ
device =zio3
device =ziod

device =ioh
device siob
device siof
device =iod

device =icd
device =iol0
device s=sioll
device siclZ

device =icl3
device =zicld
device =iolb
device =iolB

=iol
zinl
ziod
i3

at iza?
at isza?¥
at i=za?
at i=za?

at isa?
at isa?
at isa?
at. iza?

at isza?¥
at isza?¥
at iza?
at isza?¥

at i=za?
at i=za?¥
at isa?
at isa?

at iza¥ port "I0O_COM1" tty irg 4 wector siointr
at iza¥ port "I0O_COMZ" tty irg 3 wector siointr
at iza¥ disable port "IO_COM3" tty irq 5 wector ziocintr
at iza¥ disable port "I0O_COM4" tty irg 9 vector siointr

port 0100 tty flags  Ox100%
port 0x108 Lty flags  0x1005
port 0x110 tty flagzs  0x1005
port 0x118 tty flagz  0x1005

port Oxl20 thy flags  Ox1005
port 0x128 Lty flags  Ox1005
part (130 Lty flags  Ox100%

port 0x138 thy flags  Ox100%
port (0x140 tty flags  Ox1005
port 0x148 tty flags  Ox1005
port (0x150 tty flags  Ox100%
port 0x158 Lty flags  0x1005
port 0x160 tty flagz  0x1005
port 0x168 tty flagz  0x1005
port Oxl70 thy flags  Ox1005
port 0x178 Lty flags  0x100% irq 12 wector siointr

Thisis an example of aBOCA 16 port Board Sharing IRQ 12, with a starting address of 100H.
Adjust your settings as required. You'll notice that | commented out siol-3 from the File, but left
si00. | am using amouse on COM 1 and am not using any of the other Serial ports. Y ou can start the
BOCA sio numbering at the first free COM Port.

Save thefile and rebuild your kernel.

Now we need to edit / et c/ t t ys and add the lines to activate all the extralines.

Next we create the required devicesin / dev

Next we edit / et ¢/ nodens so it initializes all the new Devices at startup.

Last we reboot.

45.4. pppd

Not Y et Scheduled

46. FreeBSD asa LAN Server

46.1. PC Imaging Software (Pcrdist and Samba)

46.1. PC Imaging Softwar e (Pcrdist and Samba)

Not Y et Scheduled



